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HIRT (Hitachi Incident Response Team) i)
Activity for Computer Security Incident of Hitachi Group

XY THUAL ST v MANDHN. 2N —FDHIHHILI

%‘: EE] E‘ﬁ Masato Terada
%[@; )FT?;IE: Masashi Fujiwara

18—y HBEABHEA T FEBDICHD,

*ﬁ* ﬁfé‘:‘: Hisashi Umeki

E i}#l —AE{ Kazumi Ishibuchi

X VT AV TUNORESBREIIIEZ, FOREBIEIVFRIMEL TS,
BiIA TPV AR Y ZAF—L (HIRT) 18, BIEZINV—TDE#REF1) T +B8EZERT HHEBTHS.

X VTV TUNOREETRL.

B—A T MPRELTUEEBAICIIBREICH LT R EICKY,
BEEPHEORE ROBRYMI-IREORBRICFEL T,

1. [ EUSHIC

T—5h, T4w>y s, A Y27, Ky b, FHE
BELEHES O X o) 7 4 HElE» A h IRy 6
b, MR AT LHEET 5 BEBUIKEE AN Y, BEE
L L OWEOREL P ELTET0L I LML L
Nbo FEEL, 20004 A 2 6 781 & 1UX U 72 Web 4
POYEAE, BHEIR=—2OESWZIZEEZ STV
W, 20034 AL 7 4 vy I RANE LICBR—Y
ANDOBESWEZHBHTOL IR, S 51220074 LI
~nvv =7 CEEZY 7 7 27) KB4 MCEET S
BELAZY) TN TR s a0MbAAb LML L SIS
o1,

TEHM AT 2B BRICETL THY, HADE
() §5MERsRe A4 v o 7y bxhin 2@ L T, BRI
HLHo TV BEH D %, [HIRT (Hitachi Incident Re-
sponse Team) J {%, H.Z v —F AR THICL BB L -
THELI DA v TF v MeFhiL, T—A v T U n
FEAELTL oA 3B 2 2 Eickh,
BRMBDORE - B Ay b7 — 7 BBEOFEBICHS T
51O DHMFETDH 5,

2 2T, HIRTOEEETF v 6 RIZHIRT £ > £ 23
HEHEL T2 IEENIC DL Tik~< 5,

2. HIRTOHE
21 AVVFUMVRRIAF—L

avta—gt¥a V7447 (UF, £
FUMERT.) L, arva—xtFa )7 4 R

66 2009.12  BIZ5¥5R

TAHNLENFERT, RIET 7t A, H—EAWETE,
7 — X OB EOAT R () BRT,

KETIE, 1988412 HD A » % —4 » b 7 —2 (Morris
Worm) O ZEHIZ, a2 €2 — 2D 2
B~ DRBHEE o100 T2, A o T+ ORERRP
ST B A LA O EEME SRR S 1, BRERIE
#— 2 CERT/CC (Computer Emergency Response Team/
Coordination Center) D% IZE 572, %72, 19894E10
HIZHHE Lo Wank 7 — 200%, #Ek, Ew2eroica
La=r— 3 VOREVEY L IGOHE RIS v
IENEIEL, FEFIEF — 2 ORI 7 & O R R
#% Hiy L L7CFIRST (Forum of Incident Response and
Security Teams) DALz L2572,

W T &, 19964 (2 JPCERT/CC (Japan Computer
Emergency Response Team/Coordination Center) O i)
B 2 3Bk, A v 27 v MR TR - TR
WG 2 (422 Ty P v ARV A eI ZERTVER
L7 & 512, 20014FE %> © 2004 4F (2 2 1F THieAii L 7e
Code Red, Slammer, Blaster’x ED A > b7 =287 —
LB ET, A v Ty M I HELTFUL LT
CEBEL, A 2TV M RARBEEOILREWNA S [
YITUMNARv=—rav] e dERTBEINI

AT PV ARV AF— 2L, MR S OB
MIEHE L & 2 MEF D 1o 2, [H BN TR %
HELEY, RETS 2 L [Hmy L RBEE» TS 5
2 [Hac oMLt TE s 2 L] Ev ok
KRN ZFeD, [f v TV PV ARV AL [fve T



B+ 21U BHER FIRST/2 £ DS}
IS—hF—v IRTAZ2 =7
HAHURTIZ2=F1ED
Ja—/N Ry T —2 DREEE
By —7 Hitachi Incident
HIRTE > & (HIRT/CC) W Response Team

ZIRTEDEHERD - Y EED
|

SIN>Z—IRT | |§g|:'|:|':/\'\/ﬁ*|RT| ’*imlfﬂ‘fm‘
ihtsl H—ER P RS
RS MRS BENE
BRI AT LD =hva 5210)) ESi R 0]
42U T RER B (€0 F5iExdsR 2T R

px) &#

HIRT/CC ZUEBE HIRTEZ> R

FIRST, JPCERT/CC, CERT/CCARE D 4MRTHERE & D
B, SINY A — - Bl & — - (AT —H—IRT
B OEH B L CRBEMRE > 27 > MiE

BEHEET B

SIN> A — SUERE : S| - —EIRMEERE

IRT ARSNZREBMHICDNT, R AT AEFHRIC
BESATLDEF 1T ERRTHRE BRY
AT LESIRE LT E A > 7> Nt
EENOHEEE T ET D,

RN H— ZEERE A REEBE

IRT ARESNRFEEIC DV THEREDTHEE DR
[TV, LT AMBEIC D\ TIE, BIE/ 0S5 L%
T DAL, B RGOMRIBIENROHEE R

ERG

HAL—Y— EBE AT T AREEE

IRT BN —TH A MDPIREFSDERELSHENED
TR REA > 7> M ISR E DHEE % ST 12
T%o

JECBEREEREA  HIRT/CC (Hitachi Incident Response Team/Coordination Center), IRT (Incident Response Team), FIRST (Forum of Incident Response and Security Teams),
JPCERT/CC (Japan Computer Emergency Response Team/Coordination Center), CERT/CC (Computer Emergency Response Team/Coordination Center),

SI (System Integration)
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X B&ESRA  IPA (Information-technology Promotion Agency, Japan),
URL (Uniform Resource Locator)
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