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E ¢ BREEHAA  SSA (System Security Assurance), EDSA (Embedded Device Security Assurance), NERC (North American Electric Reliability Corporation),
CIP (Critical Infrastructure Protection), IAEA (International Atomic Energy Agency), NISTIR (National Institute of Standards and Technology Interagency Report),

RAMS (Reliability, Availability, Maintainability and Safety)

H1| #2727 BERBOBE
HELIED SN EREE L ERBELHEL TR,

Twndo 7, ®F2) 74BN, Kl 27 2
DL EEICBRP IR EREZ SR D ZD T 5,

HlHly 27 s —F—DBEBCIEZ HT, ERTLD
BRYE X 2000 -2 O LR L IC Bl S T & 7o [AIIX
TlE, ISASecure#iH%”, WIBHIHY, AchillesZ87E” 233%
A5 xNLDEZ LR, HitL &b CRRRLOMH A %
HELTwd, chbDRZESCHRE, HGCHEIL 725
A —EKEECEL TS C LR IRFET 2 eV r 2% D
Twnbd,

BET 28 % & LC, KECTRY A N—BEBOBEICKH
Pl s7z0ic, KiEHEItF 2 7 4 Pigickd 200
B DT3B, NIST (National Institute of Standards
and Technology : KEESLAZEEGTIIFERT) X, ¥4 N—
F2 YT 4TV —LT =2 R T Lo TOTL—L
V=7 RERER N R R R b o0, B¥EREF Y
T4 ERFOMOAR L D7, FELORENENAF
FAvELCEMEFEET 2 BERD D,

ERFECDH L ENCEHBFEENRILD LA s TETn
5o BifE, ®l#Hle 27 ki 5 e LCTIEC 62443 #
HBOEFEHREDONT VD, T, BEA VI 7 THDLE
N 27 nOBEIO 0, KEBFZEIERCHT 5+
¥ 2V 7 4 £ % & L TNERC (North American Electric
Reliability Corporation) CIP (Critical Infrastructure
Protection) ¥ #FE L, +CICGERALTw 3,

HILZVv—71%, chooFERKcERE W k%
i, Hlffle 27 LEkeF 2 TICHEST 2720004 F 7
A VvEEBLTHD, fMFIICEF 2 ) 7 1 WRBTATRE &

Vor.96 N0.03 220—221

BADVATLERET R0, coOREo HEal v 75
ERZBHEH AT L F 2 ) T4 | KRR 27
LiICETotF 2y 7 4 OEBRFEFCREARBEOHTA N T
AV ERERT 2 (KiEp.57 2o

2.2 |EC 62443

[EC 624433H& 13, EHRCHEBHI LT 3 EEEFE%RD
12TH %, ZDOEEKERERTICORT,

IEC 62443 72k T 13572~ 5K 5 o IEC 62443-1x ¥
Y —X@—kmdcd o, HBEE, =70, HEEEZRS .
IEC 62443-2-x > ) — X ZHllfHl > 2 7 L REE ZBE L,
¥ 2V T4 R -l - ACBED 2 EHY 2T L%
5o IEC 62443-3x> V) —X@E Y AT LA v T 7L —
2—%fEL, fli#lls 27 L0EMEREZH S, IEC
62443-4-x > ) — AR KEREEZHEL, A7 L%
KT BHIEEBEOF 2 Y 7 4 BHEER S

[EC 62443+ V) — XOHT, FITEHAHEEOME LT
NEBYTH D,

(1) IEC/TS 62443-1-17

HHe A7 LCcDEF 2 ) 74 ERBEREAHESI L TW
%o B, 77 & Al (Access control), fEAHIE (Use
control), FE4ME (System integrity), 7 — X FAEEMH: (Data
conﬁdentiality), 5 —% 7ua —#IfR (Restricted data flow),
Jis & IRt [ (Timely response to events), YV — X A A %
(Resource availability) ®72T®H %,
(2) IEC 62443-2-1"V

By 27 LREEER Y AT LCEHIREZ Y27 L,

| #etr79%a074 73

SQID!]JE 31“]29}



71| IEC 62443 RO HHERL
IEC 624438 D LAMHE R T

RIBES RigHA HE
IEC/TS = . =
62443-1-1 | Terminology concepts and models 2; SIPET b, 2L
(R1TEH)
IEC/TR Master glossary of terms and == o e
62443-1-2 | abbreviations S - B
IEC ‘ i i S = 2RO ST 3
62443-1-3 System security compliance metrics | X 7 L 0LV FHMlE X
IEC/TR . IACSExaUT4547Y%
62443-1-4 IACS security life cycle and use case A
e IACS security management system | IACSEF 2 ) T 1 ¥R I X
6244321 | _ pequirements YRV RTLOEH
GaEa) |
1 5 2
IEC IACS security management system ey e o K o

YA RTFLDREHA RS
I

IACSIZE T B8y FEEA
EIZDOWTOHA KT
IACSEBREHEICNT €
¥aUT1 735071 R&

62443-2-2 | - Implementation guidance

IEC/TR Patch management in the IACS
62443-2-3 | environment

IEC Certification of IACS supplier
62443-2-4 | security policies and practices

IEC/TR
 Fl IAS !

62443-3-1 | Security technologies for IACS I';is};:ﬁ{fﬁ;fg FEg oy
(RATHEH)

IEC Securitiy assurance levels for zones | /—>%a>v ¥y hare7
62443-3-2 | and conduits MBI ZEREMREL NI

IEC System security requirements and SRTLDEF2) T4 LA
(6;2;;;13) security assurance levels L EXIST BHEBEE M

IEC Product development requirements S¥ R FOMRETEE
62443-4-1 P q R

IEC Technical security requirements for | A YR—F > bDEF 21
62443-4-2 | IACS components T 1 BEEEY

SE ¢ BSEEHA  IACS (Industrial Automation and Control System)

YA N—%F 2V T 4 EEHL XT L CSMS (Cyber Security
Management System) % FC#E( L T\ %,
(3) IEC/TR 62443-3-1""

¥ a2 74 e 0N znrchH b WIEE, 740
Y v e T 7 e A, WS- 7 — XF8GE, B EAE -
T=%1Y v 7, PC (Personal Computer) 2 &Y 7 + 7 =
TEM, P T4 kAL TV S,

(4) IEC 62443-3-3"

VAT LTEF 2 ) T 4 &5F L0 R RAEE M &,
FRo7EEEZNENIC4DDEF 2 ) T 4 LNATER
LTw3,

[EC 62443 IZFIZRICR L 72 4 pWMBFITIHATH D, *%
LA o 43 it i3 B3 £ IEC (International Electrotechnical
Commission) TC (Technical Committee) 65/WG (Working
Group) 10ICEWTRERTH 5, HILZV— 7%, il
VAT LOREGI R F 2 Y T4 B k0w, [ECENE
BapA v "= HFALCHFEZBE L CEML T,

3. FREERE

HE 27t F2) T4 2BATICHE>THE,
¥ 2 ) T 4 OWRES LU % 5l 2 ZHEAHIE o
AT LREBECH L CHELEI N CERET L,

F a2V 7 4 EBEDFHIICIE, ¥ 2 Y T 4 FRREDHHH A2
BRHTH b, (RENAPFH & LT, ISASecure 3 aE &
CSMSERFERD %

3.1 ISASecure
KRENC AL % B < EFHRFIARISA (International Society of

Automation) " ® FH#BIfAIC, ISCI (ISA Security Compliance

Institute) * 233 %o ISASecure /&, ISCIAED 5L F 2

T4 BRI T C L RS S A TH B, ISCLIE

BT 2Rz NENCEIEH T 77 02 AELTH

b, L E R D i EDSA (Embedded Device Security

Assurance) #8FF, il > 2 7 L [A] \F 1€ (L SSA (System

Security Assurance) FSAEA3d %o EDSAFGE (3 RATHEHE ¥

& NFAE A CERELZ BAMA L T\~ 525, SSARNEE (X FRAEAE

LR TH 5,
EDSAZFER, L Fo32o0n7a) —CcHEEE TS

(FE2Z28),

(1) CRT (Communication Robustness Testing)

HIESEE (S 7 2 b 24 [Ethernet™”, ARP (Address
Resolution Protocol), IP (Internet Protocol), ICMP
(Internet Control Message Protocol), TCP (Transmission
Control Protocol), UDP (User Datagram Protocol)] % #
A %0 ISCITRRE L 2 HH Y — v CHilfl 0 IEH B fE %

RLANRDL, FabarBEx®IT5,

(2) FSA (Functional Security Assessment)

HlfEEE DO F 2V 7 1 BREZ AL T 2,

(3) SDSA (Software Development Security Assessment)
HIEREE AR I N TS T 22 RGEET %,
EDSAFRFEIC 5T, CRTRT_XTD L XA TRF—7F

2 M HREEE N, FSA & SDSAE3 DD L XAKIGUTT

A MEHEMEREE LS,

3.2 CSMS
CSMS &, il 27 LREEDHIEHS 27 LD Y 27

3%2) Etherneths L U4 —H % v + &, Bh¥ oy s 2tatosgibiEcd 3,

LXIL1 LRIL2

SDSA(129) SDSA(148)
FSA(21) FSA(50)

CRT(69)

LAXIL3
SDSA(169)

FSA(83)

(PRI Z %)

7 : B&EEFBE  SDSA (Software Development Security Assessment),
FSA (Functional Security Assessment),
CRT (Communication Robustness Testing)

2 | EDSASRSEDE 4
BERALARLIZEL-EF 2V T4 T AN EFEZBREEL TS,

74 2014.03 | BiF®R



v 3 v
(1) CSMS (2) EfrL~IL (@RY—,
70754 ouzy > BEBST
DFHA TEARY b e \
(6)CSMSD
HRFERE
(3) il (5)RHARD /
YRY —  BRRELV
TERXAV BA
1 t

S : BSEESBE  CSMS (Cyber Security Management System)

3 | CSMSDER 70—
HESXTLDVRITIAX Y b Fa ) TADMEBEEEDFIEXRE
LT3,

EHEZEmRL, v+ 2V 74 2GRS 288 X
T LTH DS, HEHY X T LB wTISO/IEC 27001 T
7 1% ISMS (Information Security Management System)
o, HlfHY 2T LR EXIES T b b, IEC 62443-2-11C
FEDCRRREEERRIE ST D HBL TH 5,

IEC 62343-2-1 Annex B'” ICfliR & LT x5 CSMS D3
7 v —%E3ICRd, CSMSERICIE, CSMS 7 v/ 7
LEFEBICH L CESET 2 c e bibo 5 [FK (1)
2], 0%, BEEZOEBAREM, I (L) Bk
¥, WmRziRRT 2 [FX (2), 3) &M, Ebic, M
icET2) R 7HFECHEDE, MPREFETT L0
DY A ARY v — B ERLL (X (4) 28], &
REER - BAT 2 [FX (5) 2], BAKE, Mk
CSMSD R Y v — X CFIHICGHEE L T 22>, EEH
LT3, BEZ2EETILERD 2 hE2RIET 5
[FIX (6) 2],

CSMSFFETIE, ®F 2V 7 4 2MERFEHT 2 72—
HliHl s 2 7 LA E CERM A RED ZRFET 0

4, BERAOHRIT
HE s 27 2 DN ER T D 5 o ciE, EBRICE

A3 2 30EF 2 s ic S 3 3 © & 235 ik o B cEE
THb, #CT, FIRL %200 E % HAENCHIEA]

BEL T2, RBEEEHPFEST L fuy rTrdx
7 P T L T B,

fEHY 2T LCBTF5EF 2 Y 7 4 HFHEDISMS 15O/
IEC 15408 1%, HAREMNKBIIC X 2 FRRFVER A 0380 <
25, il 27 ac BT FARCEHEZD I L Tnw
%o EDSAFRRFICBEL Tld, HffiffselahliEs 27 4+
F2V 74ty 2 —(CSSC) 2554 v v +FBAEH ERi L T
wbo E, CSMSERFFICBIL Tk, —MEIRIEAN B AIE
ik F A AHEER & JIPDEC) 2354 v v b F8GE %
LTw3,

EDSAZSAF & CSMSERATFIE, Wb FRaIRdER 71 1

Vor.96 N0.03 222223

TA VR DR EDTNB LT ATH D, HILZ L —
F1E, ThoDELIcAT CBRERE 1L Tcwnl, &

k,cnb@ﬁ%%ﬁﬁbao AR AT L~DXF 2
V74V ) 2—vavrofftzEn s,
5. EbHIIC

HlgHs 27 nicE T 5+ 2 U 7 4 BEOEfERL £ DFE
SERRICE D, X2V T4 LADE EFS—fE0HE
B CTE . ¥ 2 ) 7 4 Hiff B cH T T,
HAL 7 v — 7 EELTEE~FE L T» <,

—hc, HEy AT LaCcE T X2 ) T4 DEIHH
ERSEAELIC 7 5 & CIC X2 BT 2 20, Bloxtk
b ET 2 BERD 5. £hICE, EREECHKR~OUE
e, BFOEF )T 4 HMA~HIET 5 720 OFFEFITE
VY a—a vRERWTLCHED L CEREEICA D,

€D
1) ISO/EC : ISO/IEC 15408, Information technology — Security techniques — Evaluation
criteria for IT security —
2) U.S. Department of Defense, DoD Manual 5100.76-M, Physical Security of Sensitive
Conventional Arms, Ammunition, and Explosives
3) ISA Security Compliance Institute, http:/Avww.isasecure.org/
4) WIB, http:/Avww.wib.nl/
5) Wurldtech, Wurldtech Certification,
http:/Avww.wurldtech.com/product_services/certifications/
6) President's Council of Advisors on Science and Technology, Report to the president
immediate opportunities for strengthening the nation's cybersecurity (2013.11)
7) NIST, Framework for Improving Critical Infrastructure Cybersecurity (2014.2)
8) NERC, CIP Standards, http:/Avww.nerc.com/pa/Stand/Pages/CIPStandards.aspx
9) IEC: IEC/TS 62443-1-1, Terminology, concepts and models (2009.7)
10) IEC: IEC 62443-2-1, Establishing an industrial automation and control system
security program (2010.11)
11) IEC: IEC/TR 62443-3-1, Security technologies for industrial automation and control
systems (2009.7)
12) IEC: IEC 62443-3-3, System security requirements and security levels (2013.8)
13) ISA, http:/Avww.isa.org/
14) 1SCl, ISASecure Program Description,
http:/Avww.isasecure.org/ISASecure-Program.aspx

HEERBN
Wi
BSIEER BUMER THL¥—  BEHRE Y s THRLF—7
= A NRRE B

L BE EARHEH - Ry RT—0T—FF 0 F v, HEVRTL
- IZHF2EF 2 T« OWRBERICAHSE
\._f B+ (BT8R
2 EEERE, SARE, BFEHREES
i’ BA
B 8ERT #RRRT BHRY —E MRy T 9—T5314X
257 LIRS FB
R, BHEF 2T« BiOMERRKCES
Bt (EHR)
IEEE Computer Society =&

=8, HAEBHHPRRE

g FIZ

BI8HERT A » 7 52 X7 Ltk BREIE T 5 v b7 5 — LKA
BHEETZy b7+ — LR X2V TV Y B
RE, HRA VT IVRTLDOEF 2 T 1 FRICKES

Bt (I9)

| #etr79%a074 75

SQID!]JE 31“]29}




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile ()
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends false
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN ()
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (Adobe RGB \(1998\))
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


