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OVERVIEW: The networking of social infrastructure in recent years has led
to greater security risks in the systems used in this infrastructure. In response
to these increased risks, international standardization bodies and other
industry organizations are working on formulating security requirements
for systems. Hitachi uses the Hitachi system security concept as a basis for
dealing with the requirements demanded of social infrastructure, which
include responding to trends in cyber-attacks and long-term operation, and
has been engaging in studies at the IEC. These requirements were presented
in a whitepaper entitled “Factory of the future” that describes how factories
will look in the future and the technology they will require, and are currently
being adopted. In the future, advances in the loT and elsewhere will make
security even more important. Hitachi intends to supply security solutions
to create secure social infrastructure that everyone can use with confidence.

INTRODUCTION

THE threat of cyber-attacks has become greater and
more severe in recent years as social infrastructure has
become increasingly networked. Accordingly, diverse
security measures to protect against cyber-attacks have
become essential for social infrastructure systems.

A major prerequisite for the control systems used
in social infrastructure is that they continue operating
for a long period of time, and they need to be able
to handle a wide variety of system interoperation
associated with the evolution of threats and advances
such as the Internet of things (IoT) and be able to
respond rapidly to any attacks that occur.

Taking note of trends in how to deal with cyber-
attacks, the characteristics of social infrastructure
such as long-term operation, etc., and developments
in open innovation, Hitachi has expressed three new
security requirements for social infrastructure systems,
namely adaptivity, responsivity, and cooperativity,
in the form of the Hitachi system security concept.
These requirements were presented by the International
Electrotechnical Commission (IEC)", an international
standardization body, in a whitepaper entitled ‘“Factory
of the future”® that describes how factories will look in
the future and the technology they will require (subjects
of study at the IEC), and are currently being adopted.

This article presents an overview of security in
social infrastructure systems followed by a description
of the Hitachi system security concept® in which
Hitachi has proposed security requirements for social
infrastructure systems, and solutions for implementing
this concept.

DEVELOPMENTS IN SECURITY FOR
SOCIAL INFRASTRUCTURE SYSTEMS

This section presents an overview of developments
relating to the threats, system configurations, and
countermeasures required when implementing security
for social infrastructure systems (see Fig. 1).
Security threats are continually changing, and
along with attacks such as zero day and multi-
vector attacks, which have become more diverse in
recent years, there are also cases of attacks based on
conditions that differ from conventional assumptions,
such as malicious activity by insiders. Furthermore,
with regard to the prerequisite system configurations,
progress is anticipated on the symbiotic autonomous
decentralized systems proposed by Hitachi in which
system interconnections transcend the boundaries of
industries and businesses, such as the IoT, supply
chain developments, and the analysis of plant data. For
these reasons, it is difficult to accurately predict what
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This means that, as a prerequisite, it is essential to
have security measures that are based on threats and
systems continually changing in these ways.

HITACHI SYSTEM SECURITY CONCEPT

This section describes the Hitachi system security
concept proposed by Hitachi (see Fig. 2).

A prerequisite for ensuring the security of a
social infrastructure system is to ensure robustness
(hardening) with respect to likely threats based on the
target system’s configuration. On top of this, Hitachi has
proposed three new requirements for security: giving
security measures the ability to adapt as needed to
continually changing threats and system configurations
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Fig. 2—Hitachi System Security Concept.

Hitachi has presented its views on the requirements for security
in social infrastructure systems in the form of the Hitachi system
security concept.

techniques also require a new
approach.

(adaptivity), providing responses that will minimize the
impact on the social infrastructure system if a security
threat does materialize (responsivity), and having
different organizations work together to ensure the
early identification of security threats (cooperativity).

Recognizing that these three requirements play
an important role in the implementation of social
infrastructure or industrial systems and need to be
adopted internationally, studies have been undertaken
at the IEC, and they have been adopted in a whitepaper
entitled “Factory of the future” that describes how
factories will look in the future together with the
technology required.

The details are described below.

(1) Hardening (see Fig. 3)

This refers to the primary measures used to protect
the services and other functions of social infrastructure
systems. However, providing complete security against
continually changing threats is impractical. Instead,
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what is needed is a defense-in-depth approach with
a good balance of physical, operational, and other
measures. The adoption of defense-in-depth also
involves reducing the risk of attacks on systems that
provide important functions.

In addition to supplying security products focusing
on control systems that provide reliable long-term
operation, Hitachi also builds systems that comply
with international and other industry standards and
utilize business knowledge.

(2) Adaptivity (see Fig. 4)

Security threats are becoming more ingenious.
System architectures, too, are continually changing,
including the use of publically available technology
through open innovation and interoperation between
systems to create new businesses. This means that
social infrastructure systems are continually being
exposed to new threats. As noted in the section above
about hardening, because it is essential to focus on
control systems that operate reliably over long periods
of time, there is a need to assess how to deal with
threats before those threats materialize. In other words,
it is important to provide security management for
adapting to the changes to which the system is exposed.

To achieve this, management, engineering,
operations, and human resources need to come
together on an ongoing basis to work through the
plan, do, check, act (PDCA) cycle. Specifically, in
addition to choosing the improvements to make based
on systematically identifying the new threats and other
changes to which the system is exposed and assessing
the risks they present, there is a need to establish
improvement practices in terms of cyberspace,

quickly to changes in threats and
technology.

physical space, and operational management, and
to formulate implementation plans based on these
improvement practices. An important factor in this
work is performing an objective risk assessment.

To achieve this adaptivity, Hitachi supplies
engineering that draws on its past experience in
developing control systems and is based on the Cyber
Security Management System (CSMS) for control
systems.

(3) Responsivity (see Fig. 5)

Because complete protection against security
threats is impractical, the response when an incident
does occur is an important aspect of protecting social
infrastructure systems and minimizing damage. Along
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Fig. 5—Achieving Responsivity.

To minimize the impact of security threats on a system, it is
important to identify the signs of a threat quickly and to take
action against it.
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To protect social infrastructure systems, it is important to
establish mechanisms for obtaining timely information about
security threats in other related systems.

with continuous monitoring for changes in the state
of the system and assessing whether changes are due
to security threats, achieving this requires a rapid
response based on an assessment of the scope of the
security threat and the formulation of responses. In
addition to providing systems with ways of identifying
system status changes, a dedicated organization for
formulating responses and other practices is also
essential.

Together with techniques for rapidly detecting
changes in the status of a system at the IT level and
business level, Hitachi also supplies specialist services

Integrated monitoring, analysis, and action

Cyber-monitoring

Physical monitoring
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such as providing the latest security information to
support a dedicated organization and classifying
security threats.

(4) Cooperativity (see Fig. 6)

To protect social infrastructure systems against
threats, it is important to obtain information about
security threats beforehand. Furthermore, when a
number of systems are working together, there is the
potential for a security threat to a system at one site
to spread to the other systems.

Accordingly, not only do social infrastructure
systems need to coordinate their security policies and
other countermeasures, it is also important that they
share security threat information.

To achieve this cooperativity, Hitachi offers a
variety of gateway devices and supplies solutions that
enable information sharing between organizations.

SECURITY SOLUTIONS

Following the summary of Hitachi system security
concept presented above, this section presents
examples of security solutions that utilize that concept
(see Fig. 7).

Providing security from the perspective of
adaptivity involves conducting risk assessments that
focus on the assets being protected, and supplying
optimal security countermeasures by formulating
the cyber-security and physical security measures
needed to offer realtime protection. In terms of
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Fig. 7—Example Security Solution that Uses the Hitachi System Security Concept.
The security of social infrastructure systems is maintained by providing realtime protection in terms of both cybersecurity and

physical security, with integrated monitoring, analysis, and action.
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In addition to offering protection, the shared use of information obtained from security systems can also create new value.

responsivity, it involves providing engineering support
for establishing the infrastructure needed to respond
quickly to intrusions or new threats, and supplying
systems for security threat analysis.

The implementation of security measures,
meanwhile, involves obtaining information with
even greater precision and granularity than in the
past, and identifying the knowledge needed to decide
whether or not the information is reliable. Use of this
information helps improve corporate value and opens
up possibilities in the form of new services. To this
end, Hitachi is also promoting ways of making good
use of the information obtained by security measures
(see Fig. 8).

CONCLUSIONS

This article has described new security requirements
for building the control systems that underpin social
infrastructure systems.

Security measures for control systems are
an important requirement for protecting social
infrastructure systems. To build secure social
infrastructure that everyone can use with confidence,
Hitachi intends to continue cooperating with
organizations in Japan and elsewhere and working
on the research and development of the technologies
needed to protect against increasingly sophisticated
threats, and also to supply products that utilize the
technology it develops. It also plans to supply total

services for social infrastructure systems that extend
from security risk analysis to system implementation
and operational support.

REFERENCES
(1) IEC, http://www.iec.ch/
(2) IEC, “Factory of the Future,”
http://www.iec.ch/whitepaper/futurefactory/
(3) M. Mimura et al., “Hitachi’s Concept for Social Infrastructure
Security,” Hitachi Review 63, pp. 222-229 (Jul. 2014).

- 68 -



ABOUT THE AUTHORS

Hitachi Review Vol. 65 (2016), No.5 69

Toshihiko Nakano, Ph.D.

Control System Platform Division Security Center,
Services & Platforms Business Unit, Hitachi, Ltd.

He is currently engaged in the development of security
for social infrastructure systems. Dr. Nakano is a
member of The Institute of Electrical Engineers of
Japan (IEEJ).

Masashi Sato

Security Engineering Department, Industry &
Distribution Business Unit, Hitachi, Ltd. He is
currently engaged in the integrated security solutions
business.

Yoichi Nonaka, Ph.D.

Center for Technology Innovation — Production
Engineering, Research & Development Group,
Hitachi, Ltd. He is currently engaged in research into
supply chain management, production control, and
digital engineering. Dr. Nonaka is a member of The
Japan Society for Precision Engineering (JSPE), The
Society of Instrument and Control Engineers (SICE),
The Japan Society of Mechanical Engineers (JSME),
and The International Academy for Production
Engineering (CIRP).

- 69 -

Hideki Tonooka

Control System Platform Division Security Center,
Services & Platforms Business Unit, Hitachi, Ltd.

He is currently engaged in the marketing and product
development of information and control system
products.

Tadashi Kaji, Ph.D.

Security Research Department, Center for Technology
Innovation — Systems Engineering, Research &
Development Group, Hitachi, Ltd. He is currently
engaged in the research and development of
information security technology. Dr. Kaji is a member
of the IEEE Computer Society.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


