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Cybersecurity is growing in importance along with the progress of digitalization. It is against this background 
that Keio University and Hitachi have embarked on joint research into cybersecurity as part of work towards the 
creation of a super smart society in which systems of many different types are linked together. The research 
includes the training of personnel as well as the development of technology for information-sharing platforms. 
In this article, Professor Hideki Sunahara of Keio University, who is a prime mover of this joint research, and 
Hiroshi Saito, who is involved in the management of Hitachi’s security business, discuss subjects that include 
the issues surrounding cybersecurity in the era of the IoT and collaborative initiatives by industry and academia.

IssueS 2

Cybersecurity for the IoT Era
Joint Research by Keio University and Hitachi Targeting both People and Technology

Expansion of Cyberspace and 
Growing Diversity of Threats

Saito: As the era of the Internet of Things (IoT) 

brings greater openness and connectivity, cyber-

security is becoming increasingly important. 

Professor Sunahara, you have participated in 

establishing the Internet in Japan and in the asso-

ciated research since the very beginning through 

your involvement in the Japan University Network 

(JUNET) and Widely Integrated & Distributed 

Environment (WIDE) project. What are your 

views on the progress of cybersecurity?

Sunahara: The history of the Internet in Japan 

can be said to date back three decades from this 

year (2018). In July 1988, the University of Tokyo, 

Keio University, and Tokyo Institute of Technology 

linked together in what we would now call an inter-

net. Subsequently, just before the connection to the 

USA was added in January 1989, a computer virus 

called the Morris worm was unleashed. Although, 

fortunately, it did not result in any damage in Japan, 

it helped us realize that maintaining security was 

an issue to be taken seriously. I remember the 

discussion we had at the time about the extent and 

value of disclosure, and the need to investigate 

things like the associated effects on the community.

Saito: While the Internet can now be thought of as 

part of the fabric of society, was the presumption 

present from the outset that some people have 

malicious intentions?

Sunahara: No, that wasn’t part of our thinking to 

begin with. However, having started with pranks, 

there have been many cases in which things have 

escalated from there. The hack on the NEM vir-

tual currency that featured in the news recently is 

one such example, and malicious intentions tend 

to enter the picture wherever there is value at 

stake. This is why my colleagues and I have been 

talking since the early days about the likely need 

for organizations such as the Japan Computer 

Emergency Response Team Coordination Center 

(JPCERT/CC) that deal with security incidents.
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Saito: Hitachi, too, started out with faith in the 

goodness of human nature. Although we fi rst 

established a capacity for dealing with external 

attacks about 15 years ago, this was based on the 

concept that, so long as we effectively blocked 

intrusions from outside, there would be no prob-

lem with allowing free access internally. Since then 

we have tried to keep things as open as possible 

within the company so as to free up the fl ow of 

information.

Unfortunately, the ransomware-based cyber-

attack that caused damage around the world in 

2017 shattered this illusion. The source of the 

infection was a device at an overseas group com-

pany, and unlike old-style worms that are slow to 

propagate and against which we can take action 

once the threat is identifi ed, this time around the 

worm rapidly spread through networks through-

out the world. While the need to protect against 

external threats goes without saying, this was a 

painful reminder that internal countermeasures 

are also important. Along with system vulner-

abilities, we now live in a time when we need to 

take seriously threats that are potentially present 

within the company.

Collaboration between Industry, 
Academia, and Government Key 
to Building Security Expertise

Sunahara: I always emphasize that it is people 

who are the greatest vulnerability. Regardless of 

their age, universities contain a mix of grown-ups 

and those whose attitudes are less mature. Having 

received an education is no basis for complacency, 

as exemplifi ed by those students with few qualms 

about illegally uploading copyrighted material. In 

cases like that, my duty of care includes mak-

ing them properly aware of the illegality of their 

activities.

In technical terms, the practice of using fi re-

walls and other such countermeasures has been in 

place for about 20 years now. At my own univer-

sity, there have been considerable changes made 

with the fi rewall split into parts that have the same 

as the normal security level, parts that have been 

slightly secured, and parts that have been highly 

secured.

Saito: Keio University and Hitachi have been 

working on joint research into security since 

2016 and I imagine that the differences between 
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a university and a company are considerable (see 

Figure 1). One of these is the effort made to ensure 

that threats (such as malware) from inside the 

university do not have an impact outside the uni-

versity (so that the university does not become a 

perpetrator).

Companies, on the other hand, focus on keep-

ing external threats out (to avoid becoming a 

victim). Another difference is that, whereas staff 

at a company remain at the organization for lon-

ger than students at a university, there is a rapid 

turnover of people at universities, including the 

students. How to train young staff in the future is 

currently a cause for concern at those departments 

within Hitachi that deal with security. What is the 

state of security education at universities?

Sunahara: The training of security staff is cer-

tainly an issue of concern (see Figure 2). I have 

been involved in information security education 

for about the last 10 years and the students who 

have studied the subject are not just out there 

working in companies; a cycle has also begun to 

establish itself whereby some of them are return-

ing to university to upgrade their skills. Examples 

of this can be found among staff from organiza-

tions like JPCERT/CC.
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Figure 1  Framework for Joint Research 
by Keio University and Hitachi

The two organizations are working together on the 
development of technologies such as those for keep-
ing people’s personal information safe and for managing 
security in the face of cyber-attacks that are growing in 
scale and sophistication.
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This human resource development process goes 

beyond just turning out qualifi ed staff, with a cer-

tain type of quality assurance also being needed. 

We call it branding, the recognition of students 

as security experts being a form of brand, and I 

believe it is vital not only to demonstrate to the 

wider world that these people have upgraded their 

skills, but also to make this apparent within the 

companies involved.

Saito: While it is rare in Japan for someone who 

has taken a job at a company to go back to uni-

versity study, I understand that in the USA there is 

a steady fl ow of people between universities and 

both the private sector and government. The abso-

lute number of people involved may be different, 

but I think that maintaining the cycle you talked 

about into the future is extremely important.

Sunahara: Yes. With people, quality matters more 

than quantity. Whether or not they ultimately 

become a chief information offi cer or chief infor-

mation security offi cer, because universities and 

companies on their own are not able to foster 

personnel who have been through this process, I 

want us to coordinate effectively, including the 

government.

Saito: If such a cycle is to be maintained, it is 

essential that companies themselves establish 

career-paths for these people.

Sunahara: That is another area I would like to 

see considered in our joint research with Hitachi. 

If universities provide security training in which 

there is an assurance of quality, and companies 

go on to hire such people, it will likely result in 

a lifting of student motivation. This is because it 

will mean that companies value what the students 

are learning at university.

Saito: That is one of the aims of the joint research. 

The series of interviews that form part of the con-

ventional recruitment process are not well suited 

to identifying students capable of taking up 

high-level specialist roles such as in information 

security. Accordingly, along with reviewing the 

students’ character and skills, we are very grateful 

that we are able to utilize references from teaching 

staff in the selection process, as with this program.

Detailed Exercises that 
Foster Practical Skills

Saito: I understand you are putting a lot of effort 

into information security education at Keio 

University. While security does not form part of 

university entrance exams, what measures are you 

taking to lift undergraduates’ knowledge of secu-

rity to the level of master’s programs?

Sunahara: The Faculty of Policy Management and 

Faculty of Environment and Information Studies 

at our Shonan Fujisawa Campus (SFC) have an 

exam in “information” available as an elective 

option. There are also some other private universi-

ties that include “information” among the subjects 

for their entrance exams, and we are beginning 

to see students arriving with a certain level of 

knowledge in the subject.

One example from my university is a 

course in basic security knowledge offered to 

Short staffed 
(about 10 or more vacancies)

Short staffed 
(about 5 or more vacancies)

Short staffed 
(up to about 5 vacancies)

An adequate 
number of staff are 
already employed

Don’t know

Figure 2  Shortage of Cybersecurity 
Expertise at Information 
Systems Departments

Information systems departments at approximately 85% 
of the companies surveyed reported a shortage of staff 
with cybersecurity expertise.

Source:  FY2016 Survey of Corporate Cybersecurity Measures 
(Summary), National Center of Incident Readiness and 
Strategy for Cybersecurity
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third-year students from the Faculty of Science 

and Technology and SFC faculties that also 

includes practical lessons. These equip the stu-

dents with practical skills through exercises that 

include participation in on-campus penetration 

testing, virus analysis, and a security software 

vendor card game. The course also incorporates 

facets that form part of ethics education, with 

the students having to sign a mock confi dentiality 

agreement when exercises are conducted at part-

ner companies. The joint research with Hitachi 

has taught me much about things like what com-

panies need and how to boost performance, and I 

have taken away many pointers that help us train 

the sort of students that companies are looking for.

Saito: I expect that we would see greater prog-

ress at university if students were able to get a 

basic grounding in information processing at the 

high school level rather than only beginning their 

study of information security at university. In that 

regard, how do you feel about the policies of the 

Ministry of Education, Culture, Sports, Science 

and Technology (MEXT)?

Sunahara: MEXT has a good understanding of 

the importance of information security education 

and is undertaking a variety of measures. Along 

with the SecCap program with which I am cur-

rently involved, examples of this include support-

ing information security education for people in 

the workforce. There are now more than 20 secu-

rity teams in the group of universities that make 

up SecCap, with the ultimate intention being to 

involve around 40 universities. As we have trained 

around 100 people a year in each of the last four 

years, this means around 400 to 500 people have 

entered the workforce. This should create a virtu-

ous circle as qualifi ed students go on to become 

the teachers of the future.

Saito: Companies like us are working with the 

Ministry of Economy, Trade and Industry (METI) 

on strengthening cybersecurity to protect critical 

infrastructure in the lead up to 2020, and this 

represents a successful handing over from MEXT 

to METI.

Acceleration in Establishment of Security 
Infrastructure Based on Information 
Sharing and International Cooperation

Saito: Meanwhile, when thinking in terms of 

supply chains and trading partners, cooperation 

with other organizations and a global outlook 

are essential. While it is necessary to maintain an 

extensive fl ow of global information that includes 

security intelligence, people tend to assume the 

profi t motive is at work when it is companies 

that are taking the lead, whereas an academic 

approach is expected when it comes to network-

building. What are you doing in relation to these 

issues?

Sunahara: Talking about information sharing to 

begin with, the borderless nature of cyberspace 

means that those engaged in defense need to 

work together in ways that transcend the bar-

riers between them. Unfortunately, the sharing 

of security information is made diffi cult by the 

risks that come with it, information leaks among 

them. Accordingly, Keio University and Hitachi 

are developing the core technologies for sharing 

information about security incidents, something 

we call “distributed security operation” (see 

Figure 3). The results of this joint research are 

starting to appear, including trials that demon-

strate the automation of incident response and 

the completion of requested analyses in less than 

one second.

Saito: It might well have been possible to gain 

advance warning of the activities of that ransom-

ware that attacked Hitachi.

Sunahara: The warning signs should have been 

visible. With the idea of expanding the scope of 

the joint research by Hitachi and Keio University, 

Chubu Electric Power Co., Inc. joined in the work 

from 2017. Our aim is to implement security 

operations for protecting critical infrastructure 

and other sites from cyber-attack, using intrusion 

detection systems (IDSs) and other forms of infor-

mation technology (IT).
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Regarding the second matter of interna-

tional cooperation, in 2016 we established the 

InterNational Cyber Security Center of Excellence 

(INCS-CoE), bringing together universities from 

the USA, UK, and Japan at the invitation of Keio 

University. The center serves as a forum for the 

sharing of information and research, including the 

holding of international symposiums. Discussions 

about cybersecurity are also taking place within 

academia in the grouping of China, South Korea, 

and Japan, where the question of what role uni-

versities should play is, I believe, serving as the 

point of connection between universities, and also 

between companies.

Saito: The joint research is expanding what 

Hitachi is capable of and providing us with a 

broader view. To go back to our initial discus-

sion, this more open and interconnected world we 

live in is also one in which more interconnection 

is needed between the information held by those 

engaged in providing protection. In this respect, 

I hope to see this collaboration between industry 

and academia deepen further, beyond just people 

and technology.

Sunahara: I also hope to see the joint research 

deliver on its promise and serve as a driving force 

in society.

Saito: I look forward to working together in the 

future. Thank you for taking the time to share 

your valuable knowledge with us today.
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Figure 3 Distributed Security Operation
An autonomous-distributed structure in which organizations deal with incidents themselves while also working together 
when necessary.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [144 144]
  /PageSize [612.000 792.000]
>> setpagedevice


