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F E A T U R E D  A R T I C L E S Latest Digital Solutions and Their Underlying Technologies

1. Introduction

Mobile devices such as smartphones and tablets have 

become commonplace around the world and are 

widely used for purposes such as online shopping pay-

ments and Internet banking transactions. Th e number 

of mobile payment users who utilize their devices as 

a form of electronic money is also rapidly increasing. 

Th e total value of the market for mobile payments in 

the USA, which totaled 112 billion dollars in 2016, 

is expected to triple by 2021(1).

Unfortunately, incidents of loss due to identity theft 

are on the rise, with total FY2015 losses in Japan 

due to unauthorized use of Internet banking totaling 

1.26 billion yen for individuals alone, for example(2). 

Th is makes ensuring the security of mobile devices 

a crucial challenge, creating the need for a way of 

determining personal identity to verify that the person 

using a device is in fact its owner.

Personal identifi cation numbers and passwords 

have been widely used in the past for verifying identity 

on mobile devices. Th e problems with these methods, 

however, include the inconvenience of having to enter 

them and the risk of their being stolen or forgotten. 

While this has led to the use in recent years of identity 

verifi cation methods based on biological characteris-

tics such as faces or fi ngerprints, the challenge with 

biometric identifi cation techniques developed for use 

on mobile devices is that they have been unsuited for 

widespread use in diverse situations, suff ering from 

poor identifi cation accuracy and the need for special 

sensors.
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In response, Hitachi has developed a highly accu-

rate fi nger vein authentication technology that uses 

the visible-light camera typically built into mobile 

devices. Whereas past fi nger vein authentication has 

used a special-purpose infrared sensor to capture fi n-

ger vein images, this new technology can perform bio-

metric identifi cation using fi nger vein images taken 

with a general-purpose camera.

Th is article describes the technology used to per-

form fi nger vein authentication using a visible-light 

camera, and its potential for use in identity verifi ca-

tion solutions.

2. Finger Vein Authentication 
Technology

2. 1
Current Technology Using Special-purpose 
Sensor
Figure 1 shows an overview of the current fi nger 

vein authentication technology, which uses a special-

purpose sensor. Th e user places their fi nger on a fi n-

ger guide unit where it is exposed to light from an 

infrared light source. Th e infrared light that passes 

through the fi nger is captured by an infrared camera, 

providing a transparent image of the fi nger. As the 

veins under the skin of the fi ngertip are opaque to 

infrared light, they appear as a pattern of dark lines 

in this image. Compared to using refl ected light, the 

benefi ts of acquiring images using transmitted light 

are that it can show veins that are located deeper into 

the fi nger, and with greater contrast.

Th e image acquired using transmitted light is 

passed to a processing system that compensates for 

variations in how the fi nger is presented to the scanner 

by identifying the fi nger silhouette and correcting the 

image (by rotation or enlargement). Next, a feature 

extraction algorithm(3) is used to reliably separate the 

pattern of fi nger veins from other image elements. 

Finally, the extracted pattern is compared with data 

in a database of fi nger vein patterns and the identity 

of the user is verifi ed if a match is found. Th is identi-

fi cation is then used in applications such as personal 

computer (PC) login or payment processing.

2. 2
Finger Vein Authentication Using Visible-light 
Camera
Th e technology shown in Figure 1 is used in a wide 

variety of situations, including desktop applications 

such as PC login or attendance management, and 

embedded system applications such as bank auto-

mated teller machines (ATMs) or access control sys-

tems. Unfortunately, the size and cost of the hardware 

makes the technology impractical for mobile devices. 

Accordingly, Hitachi has developed a fi nger vein authen-

tication technology that uses the visible-light cameras 

typically built into mobile devices. Th is section describes 

the technology itself as well as the technical challenges 

that had to be overcome during its development.

Figure 1 — Overview of Finger Vein 
Authentication Technology
Finger vein authentication is a method 
for verifying personal identity based 
on the unique patterns of veins in each 
person’s fingers. Because the veins run 
through the interior of the finger, the 
patterns are extracted by shining infra-
red light through the fingers and using a 
special-purpose sensor to capture their 
image. This use of transmitted light 
provides a high level of authentication 
accuracy because it can image the veins 
inside fingers.
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2. 2. 1 Technical Challenges
Figure 2 shows the diff erences between fi nger vein 

imaging using a special-purpose sensor and using a 

visible-light camera. As noted above, use of a special-

purpose sensor achieves high identifi cation accuracy 

not only by capturing high-contrast fi nger vein images 

from infrared light transmitted through the fi nger, 

but also by taking advantage of the way the fi nger is 

inserted into the scanner and fi xed into position, which 

minimizes both the variation in fi nger orientation and 

the level of extraneous light from the surroundings.

In contrast, when a smartphone or other general-

purpose camera is used to obtain fi nger vein images, 

it is unable to capture infrared light and instead 

takes a color image of the fi nger using ambient light. 

Furthermore, the lack of a fi nger support means that 

the image must be taken of the fi nger held over the 

camera, creating uncertainty about fi nger location and 

allowing extraneous light from sources other than the 

fi nger to be included in the image. In other words, 

authentication must be performed under conditions 

likely to be detrimental to identifi cation accuracy 

compared to the previous method.

Accordingly, the three technical challenges that 

needed to be overcome to make fi nger vein authen-

tication possible using a visible-light camera were 

the ability to identify the fi nger vein patterns reliably 

without using infrared light, to do so regardless of how 

the fi nger is oriented over the camera, and to improve 

the level of authentication accuracy to enable use in 

diverse applications.

2. 2. 2 Proposed Techniques
Figure 3 shows an overview of fi nger vein authentica-

tion technology using a visible-light camera. Th e user 

starts by holding multiple fi ngers over a camera that 

captures a color image. Th e background is eliminated 

and the fi nger silhouettes identifi ed to determine the 

locations of the fi ngers in the image. Th is is then used 

as a basis for deciding whether the image is adequate 

for the purpose. If so, the image is split into a separate 

image for each fi nger by using the fi nger silhouettes to 

adjust the orientation of each fi nger image. Th e fi nger 

vein patterns for each fi nger are obtained and the fi nal 

authentication result is determined by checking the 

patterns for multiple fi ngers.

Th e three elemental techniques proposed for this 

purpose are as follows (see Figure 3).

(1) Eliminate background and correct fi nger positions 

based on color and shape

(2) Extract fi nger vein patterns from color information 

(3) Verify authentication result based on multiple 

fi ngers

In relation to the technical challenges described 

above, technique (1) makes it possible to perform 

authentication regardless of how the fi ngers are ori-

ented over the camera, technique (2) obtains fi nger 

vein patterns without using infrared light, and tech-

nique (3) improves authentication accuracy.

(1) Eliminate background and correct fi nger positions 

based on color and shape

Given that all sorts of diff erent objects could appear 

in the background of fi nger images, two important 

Figure 2 — Diff erences between 
Imaging by Special-purpose Sensor 
and Visible-light Camera
The use of infrared light by the special-pur-
pose sensor means it can capture images of 
veins deep inside the finger while also using 
a purpose-designed finger guide unit to hold 
the finger in place. A general-purpose visible-
light camera, in contrast, needs to extract 
the vein patterns from a visible-light image 
using reflected rather than transmitted light. 
Finger identification is also made more dif-
ficult by the presence of extraneous back-
ground details and by there being nothing 
to constrain how the fingers are oriented 
relative to the camera. This means that 
using visible-light cameras requires more 
sophisticated authentication techniques 
than in the past.

• Image acquisition 
with infrared light

• With finger guide 
unit

• High contrast
• No background

• Image acquisition 
with visible light

• No finger guide 
unit

• Low contrast
• With background

Visible-light cameraSpecial-purpose sensor

Infrared 
light source

Transmission of 
infrared light

Reflection of 
visible light



Hitachi Review Vol. 67, No. 5 572–573

F E A T U R E D  A R T I C L E S

65.

functions required for accurate authentication are 

a way to eliminate background elements to prevent 

them from interfering with the accurate detection of 

fi ngers, and a way to standardize fi nger position to 

ensure that the fi nger images all have the same size 

and orientation.

Th e method developed for separating the fi ngers 

from the image background does so based on features 

that have the color and shape of fi ngers, using machine 

learning and statistical techniques. Th e method for 

standardizing fi nger position then uses the fi nger-only 

images so obtained, resizing and rotating them so that 

they all have the same size and orientation.

(2) Extract fi nger vein patterns from color information

As the color fi nger images include a lot more than 

just veins, it is important for accurate authentication 

that the vein patterns can be obtained accurately with-

out being infl uenced by this other image content.

Th e pattern extraction technique devised to achieve 

this works by highlighting colors that are character-

istic of veins, taking advantage of the fact that veins 

show up slightly bluer than average under near-white 

ambient light similar to that from fl uorescent lighting. 

Th e fi nger vein pattern (information that represents 

only the pattern of the veins) is then extracted from 

this highlighted image.

Th is makes it possible to obtain the fi nger vein pat-

terns using a visible-light camera, without the need 

for a special-purpose sensor.

(3) Verify authentication result based on multiple 

fi ngers

Because the technique captures an image of mul-

tiple fi ngers at the same time, authentication accuracy 

can be improved by using multiple fi ngers, without 

any added inconvenience for the user.

As up to four fi ngers can be identifi ed from the 

image of a hand held over the camera, all of the fi nger 

vein patterns extracted from the image can be checked 

against the stored data. In this case, the two patterns 

that have the highest degree of match with the stored 

data are used as the basis for authentication. In other 

words, if two or more of the four fi ngers match the 

stored patterns, the identifi cation is verifi ed.

Performing authentication this way means that, 

even if one of the fi ngers is covered by a bandage, for 

example, and so cannot be used, identifi cation is still 

possible using the remaining fi ngers. Authentication 

is thereby enhanced by taking advantage of the redun-

dancy provided by being able to capture images of 

multiple fi ngers at the same time.

Accuracy testing conducted using approximately 

100 people found that it was adequate for practical 

use, with a false negative rate of about 0.1% given a 

one-in-one-million chance of a false positive. Hitachi 

intends to conduct further testing of the system under 

a variety of conditions to improve accuracy in practi-

cal use.

3. Secure Biometric Authentication 
over Open Networks

Enabling fi nger vein authentication using a visible-

light camera makes the method suitable for use on a 

variety of devices, including smartphones and tablets, 

or web cameras. Once a user has recorded their fi nger 

vein data and personal information, from a location 

such as their home, for example, it then becomes pos-

sible to provide them with a universal personal iden-

tity verifi cation service that can be used in a variety of 

authentication applications. However, such open use 

Figure 3 — Overview of Finger Vein 
Authentication Technology Using 
Visible-light Cameras
Hitachi’s technology for performing finger 
vein authentication using a visible-light 
camera is made easier to use by providing 
a guide function to instruct the user how 
to place their hand over the camera and 
by incorporating a technique for correcting 
finger orientation in the acquired image. 
Similarly, a high level of authentication accu-
racy is achieved by using a new image recog-
nition technique that can reliably extract the 
finger vein patterns from multiple fingers in 
a visible-light image.
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of authentication templates creates the potential for 

data leaks of biometric information or other confi -

dential data, resulting in identity theft or other losses.

Th is section describes the technique used to ensure 

the security of authentication templates, and also how 

it can be used in tandem with the Fast Identity Online 

(FIDO*) standard for online authentication that is 

being endorsed by an increasing number of companies.

3. 1
PBI
A public biometric infrastructure (PBI) is a means 

of verifying personal identity using biometric elec-

tronic signatures that works by converting the fi nger 

vein patterns, fi ngerprints, or other biometric infor-

mation used for authentication into public keys in 

such a way that the original data cannot be recovered 

(see Figure 4). Th e electronic signature is based on a 

public key infrastructure (PKI) and provides a way 

of verifying the connection between the public key 

and the person who holds it. Whereas conventional 

encryption requires the authentication server to hold 

the encryption key, PKI verifi es personal identity by 

using a signature that is produced using the private 

key held by the client and verifi ed using the corre-

sponding public key.

In a PBI, because the biometric information is 

used in place of the private key and is used as a key 

that is only available at the time of authentication, no 

private key needs to be stored, and therefore the risk 

of its being divulged can be reduced to an absolute 

minimum(4). Using this template protection technique 

means that the biometric information used on vari-

ous diff erent devices can be deployed securely over 

open networks and utilized on diff erent authentica-

tion services. In the following sections, the term “open 

template” is used to indicate authentication templates 

that can be used in this way on open networks.

3. 2
Increasing User Numbers by Integrating 
PBI-FIDO
FIDO is a technical specifi cation for simple and 

secure online user authentication that does not rely 

on passwords. Th e FIDO Alliance industry consor-

tium has a membership of more than 250 companies, 

including Google LLC, Microsoft Corporation, Intel 

Corporation, and NTT DOCOMO, Inc., all of which 

are board members. It is anticipated that numerous 

services will be deployed in the future that comply 

with the FIDO standard.

FIDO authentication enhances security and 

interoperability by separating network authentication 

and the use of a security device to authenticate the 

user of a personal device. As network authentication 

uses a PKI, it is also capable of being integrated with 

a PBI (PBI-FIDO integration).

Th e major benefi t provided by integrating PBI-

FIDO with fi nger vein authentication using a * FIDO is a trademark or registered trademark of Fido Alliance, Inc.

Figure 4 — PBI
A public biometric infrastructure (PBI) is a 
means of generating electronic signatures 
or performing online authentication that is 
guaranteed to be cryptographically secure 
and that works by generating a digital 
public key from variable analog biometric 
information such as finger veins or finger-
print patterns. This provides an open and 
secure mechanism for authentication on the 
Internet that can be implemented without 
divulging the biometric information being 
used, and without the need for a password, 
smartcard, or other security token.
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visible-light camera is that devices that lack a special-

purpose sensor for biometric authentication can still 

be used as FIDO devices (see Figure 5).

Figure 6 shows how PBI-FIDO integration works 

in practice. In a conventional FIDO device, the secu-

rity device and private key are incorporated into a pro-

tected area at the time of manufacture. When using a 

mobile device with a visible-light camera, in contrast, 

a PBI can be used to implement FIDO as software 

(see the right side of Figure 6). Th is means it has the 

potential both to increase the number of fi nger vein 

authentication service users by serving as a gateway 

to FIDO services, and to make online services more 

attractive. Moreover, if the public templates are made 

compatible across both general-purpose cameras and 

special-purpose sensors, the technique also has the 

potential to attract more users to services that already 

use fi nger vein authentication, such as banking trans-

actions or building access control.

Figure 5 — Increase Service User 
Numbers by Integrating PBI-FIDO 
with Finger Vein Authentication Using 
Visible-light Cameras
Online authentication can be performed 
using a public key infrastructure (PKI) even 
on devices that lack a biometric authentica-
tion sensor. As adoption of FIDO authenti-
cation is expected to increase in the future, 
using the technology in combination with 
FIDO should help attract users to a variety 
of services.
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Figure 6 — Implementation of Soft ware-based 
FIDO Using PBI
The on-the-spot generation of private keys and the 
use of a PKI for online authentication on smart-
phones, tablets, or other devices that lack a special-
purpose sensor are made possible by combining 
finger vein authentication using a visible-light camera 
with a PBI.
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4. Future Prospects

Th is section uses practical examples to show what form 

personal identity verifi cation solutions that combine 

template protection with fi nger vein authentication 

using a visible-light camera might take in the future.

4. 1
Self-checkout at Retail Stores
Th e authentication technique described in this article 

could be used to provide a self-checkout service at 

supermarkets, convenience stores, or other retailers 

(see Figure 7).

In this example, the shopping carts provided for 

customer use are equipped with tablet devices. Th e 

customer fi rst scans their fi ngers over the tablet to 

verify their identity and then checks that their name 

and payment method are correct before proceeding. 

Th e customer then uses the tablet camera to scan 

product barcodes as they place them in the cart.

When fi nished, they push the cart to the exit where 

the checkout process is initiated. Th e weight of the 

cart is checked against the items scanned to ensure 

that they match and then the customer scans their fi n-

gers over the tablet again to reconfi rm their identity. If 

this authentication is successful, the payment is made 

using the pre-defi ned method and the customer can 

leave with their purchases.

Th is reduces the time that customers spend waiting 

in the checkout line and has the added convenience 

that they can pay “empty-handed” even if they do not 

have their wallet with them. Benefi ts for the store, 

meanwhile, include being able to present customers 

with recommendations based on their previous pur-

chase history and automatically calculating optimal 

stock-ordering quantities. It also helps recruit new 

service users because the initial biometric informa-

tion can be acquired using a user’s own smartphone, 

meaning that registration can be performed at any 

time or place.

In this way, the use in self-checkout of a fi nger vein 

authentication solution that uses visible-light cameras 

could help add value throughout the retail sector.

4. 2
One-stop Biometric Authentication for Hotels
Finger vein authentication using a visible-light cam-

era is suitable for deployment anywhere a camera can 

be installed. Possible examples include room rentals 

and other accommodation check-in, serving as keys to 

executive lounges, or for engaging with an interactive 

robot. Th is includes centralized one-stop biometric 

authentication that is utilized by a variety of diff er-

ent services and works by having users create a public 

template on a smartphone or other device and then 

distributing the template to other devices.

One example of how this might be used in the 

future is the hotel hospitality service shown in Figure 8. 

When guests use their smartphones to make a reserva-

tion, their public template is passed to the hotel. Th e 

guests’ templates are then passed to the authentication 

devices, which might include concierge robots, their 

room door knobs, and lounge payment terminals.

On arriving at the hotel, the guests are greeted by a 

robot and can check-in simply by allowing the robot’s 

camera to scan their fi ngers. While being shown to 

their room, the guests are provided with information 

about hotel services tailored to their preferences. Using 

cameras fi tted into door knobs, guests can also gain 

access to facilities such as their rooms or hotel lounges 

simply by having their fi ngers scanned. Similarly, they 

can also gain simple and trouble-free admittance to 

nearby theatres, stadiums, or other facilities through 

integration with the associated ticketing services.

Pay by finger
(biometric 

authentication)

Figure 7 — Self-checkout Using Tablet-based Authentication
Self-checkout without the need for cash or a card can be implemented by 
storing the public template for finger vein authentication using a visible-
light camera on a tablet device attached to a shopping cart.
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In this way, one-stop biometric authentication can 

be provided for everything from making hotel res-

ervations to accessing services by having users reg-

ister their fi nger vein information using their own 

smartphones.

4. 3
Enhanced Convenience through Government-
Industry Partnership
Japan introduced a personal identifi cation (ID) 

number system in January 2016, and the use of My 

Number cards that hold this ID number information 

in electronic form is continuing to increase. In addi-

tion to using the card as a certifi ed public document, 

the electronic certifi cate for user authentication stored 

on the card’s integrated circuit (IC) can also be used 

as personal identifi cation in government administra-

tive procedures or when accessing private services.

If a facility that issues PBI public templates linked 

to My Number certifi cates becomes available in the 

future at local government offi  ces, for example, it will 

become possible to use fi nger vein authentication to 

verify personal identity in public on a wide variety of 

camera-equipped devices (see Figure 9).

Such a capability would enhance convenience in 

a variety of ways, including by making it possible for 

people to open bank accounts using their smartphones 

without having to physically visit a bank branch, or 

to certify offi  cial documents using a public terminal, 

such as at a convenience store, even if they do not have 

their My Number card with them.

Figure 8 — One-stop Biometric 
Authentication at the Hotel
One-stop biometric authentication can be pro-
vided for everything from hotel reservations and 
check-in to accessing services by having users 
register their finger vein information on their own 
smartphones.
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Figure 9 — Enhanced Convenience through 
Government-Industry Partnership
Using public services for verifying personal iden-
tity can be made available to a wide variety of 
camera-equipped devices by using the signature 
function of My Number cards to issue public key 
certificates for public finger vein templates.
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5. Conclusions

Th is article described the technologies used to imple-

ment fi nger vein authentication using the visible-light 

cameras typically built into devices such as smart-

phones and tablets, and also described the future 

prospects for this technology.

Th is ability to use the technology on a large num-

ber of camera-equipped devices means these are now 

capable of performing fi nger vein authentication. 

Meanwhile, the article also described how using the 

technology together with PBI will open up potential 

applications in a wide variety of services, including 

automatic payment solutions for the banking and 

retail sectors.

In the future, Hitachi intends to contribute to 

creating a society that is safer and more secure by 

supplying personal identifi cation solutions with high 

added-value that incorporate this technology.
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