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Progress of Global Collaborative Creation and Social Innovation

Delivering Super Secure Society
through Data Driven Smart Spaces

The places where people travel, work, learn and socialize including airports, stations
and entertainment venues are subject to increasing pressure in mature societies. They
are often aging, under invested, over-crowded and subject to a range of threats from
crime and terrorism to the global COVID-19 pandemic. Hitachi’s vision is to make the
spaces where people travel, work and meet safe, resilient, efficient, flexible, contactless,
trusted and sustainable. This article describes how this vision will be achieved through a
combination of sensor and video intelligence, advanced analytics and integrated digital

control center solutions.

Nick Blake

1. Introduction

'The spaces where people travel, work, learn and socialize
including airports, stations, schools, shopping centers and
entertainment venues that are central features of civil soci-
ety have been subject to increasing pressure in mature soci-
eties for some years. They are often aging, under invested
and over-crowded; in short, not very “smart.” These fragili-
ties have been cruelly exposed in recent years. They have
become “soft” targets for criminals and terrorists and the
attacks on London’s transport system in 2005, Brussels
Airport in 2016 and Manchester Arena in 2017 are only
a few examples. The global COVID-19 pandemic further
exposed the fragility of these spaces as potential hot-beds of
infection with entertainment and shopping facilities closed,
and travelers avoiding public transportation.

Hitachi’s vision is to make the spaces where people travel,
work and meet safe, resilient, efficient, flexible, contact-
less, trusted and sustainable. The company believes that
it is possible to deliver this vision through a combination
of solutions and technologies including; the use of video
and sensor intelligence to track risks and threats; advanced
modelling and simulation software to enable rapid response
including the optimisation of customer flows and deploy-
ment of staff and resources; and digital control centers to
provide integrated oversight and continuous improvement.
This article outlines Hitachi’s activities and plans to deliver
this vision for “smart spaces.”

2. Smart Space Initiatives—Overview

Hitachi’s big picture for smart spaces has three key com-
ponents (see Figure 1):
(1) First, image, sound, heat and movement sensors attached
to fixed spaces, people or equipment are connected to a
sensor intelligence system, such as Hitachi’s Multifeature
Video Search (MVS) system™, that is able to sense and
track risks such as someone leaving an bag unattended; or
to dangerous levels of congestion in stations;
(2) Second, advanced analytics using the concept of human,
machine, material, and method (4M) is used to simulate,
model and optimise the flow of customers as well as the
deployment of supporting staff, equipment, and materials
— providing a “think and act” capability;
(3) 'Third, the digital control center provides a single inte-
grated “manage and improve” window on the smart-space,
enabling managers to assess risks, plan resources, and
respond rapidly to changing pressures and events.

There are a wide range of smart space use cases as shown
in Figure 2, including:
(1) Assuring citizen safety against criminal and terrorist
activity, infection transmission and accidents;
(2) Optimising the flow of customers through smart spaces
such as train stations and airports;
(3) Scheduling the deployment of staft and assets, e.g. por-
ters in hospitals or passenger buggies in airports;
(4) Improving worker safety in factories and construction sites;
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Figure 1 — Smart Space Solution
Components
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(5) Remote asset inspection using drones.

These use cases can be applied to multiple environments
from traditional “smart spaces” such as stations, airports,
and entertainment venues; to other sectors such as manu-
facturing and construction. The following sections describe
Hitachi’s work across the three areas outlined above.

2.1
Video and Sensor Intelligence

Hitachi has developed artificial intelligence (Al) technology
that can track people and objects in near-real time using
video surveillance systems. This is done using an analytics
engine that is able to search through a large number of

Figure 2—Smart Space Use Cases

images, captured across multiple video cameras, at high-
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those within a specified image. This technology is used
within the MVS system to identify and track potentially
suspicious objects and behaviour in public spaces including
the detection of left baggage that has become a significant
security concern in recent years. For example, more than
1,000 operations were carried out in the first nine months of
2017 to deal with unattended luggage at Paris-Charles de
Gaulle airport causing more than 400 flights to be delayed®.

Hitachi’s application, developed through collabora-
tive creation (co-creation) with a European airport, alerts
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security staff in the event that bags are left unattended;
then identifies the distinguishing features of the person
who left the bag; and enables people with those features
to be tracked through the airport so that security staff can
intervene or take appropriate counter measures. This has
the potential to reduce security costs as well as avoiding
unnecessary suspension of airport services.

Hitachi also participated in a railway security project
in Germany, in which the MVS system was extended to
cover further safety and security use cases such as the iden-
tification of people lying down on the platform. A further
use case was developed in collaboration with the German
Research Center for Artificial Intelligence (DFKI) to use
sensor intelligence to detect patterns of worker movement
and posture to improve safety and productivity.

As the pandemic hit Europe in March 2020, Hitachi
innovated rapidly to deliver a suite of COVID-19 solu-
tions to identify high-touch surfaces conveying the risk of
cross-infection; social distancing risk; as well as breaches
of face mask rules.

Europe has strict laws and regulations on the use of
personally identifiable data including the General Data
Protection Regulation (GDPR); and the use of video and
sensor data is a particularly sensitive issue. Consequently,
Hitachi is developing a privacy platform that enables the
insights from video and sensor data to be exploited without
compromising citizen’s rights to privacy (see Figure 3).

Figure 3—Privacy First Cloud Concept

Privacy protection isimportant when utilizing security camera images. Hita
rights of the people captured by the camera.
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2.2
Smart Asset and Resource Optimisation

Significant opportunities exist to combine sensor and video
intelligence technologies solutions with digital twins that
simulate, model, and optimise customer and staff workflows
and the deployment of resources. This is critical not only
to making these spaces safer, but also more resilient and
better able to counter issues of over-crowding and conges-
tion. Hitachi’s work here extends the “4M” concept, ini-
tially developed for manufacturing, to optimise smart spaces
across six key dimensions — human (customers and staff);
machine (assets and equipment); material (consumables);
method (workflows and assignments); space (e.g. airport
check-in) and time.

An example of Hitachi’s current social innovation focuses
on optimising passenger flows through congested spaces
such as railway stations (see Figure 4). The solution uses
sensor intelligence and advanced optimisation to address
three problem scenarios including:

(1) Crossflows: Passengers with different destinations
reduce mobility and make it difficult to avoid close contact.
(2) Congestion points: Large volumes of people accessing
or leaving platforms causes congestion at gates, escalators,
and stairways.

(3) Contraflows: The movement of people in opposite
directions in corridors and staircases reduces capacity and
increases the possibility of viral transmission.

chi’s privacy platform can utilize video data without infringing on the privacy
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Figure 4 — Example of Opportunities to Optimise Passenger Flows in Rail Stations

The configured infrastructure and digital signage work in concert to create a smooth flow of people by
optimising the paths of all travellers to reduce congestion, enable physical distancing, and minimize

transit times.
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The solution aims to minimize crossflows, congestion
points, and contraflows by limiting passenger volumes
entering the station; dynamic switching of gate and esca-
lator direction; and electronic route signage including one-
way designation of corridors and staircases. As passenger
volumes and routes change throughout the day, the system
will automatically adjust to ensure optimal passenger flow.
'The solution employs mathematical programming in com-
bination with machine learning in order to calculate the
configuration of resources that optimally satisfies weighted
objective functions determined by the smart space opera-
tor. Objectives may for example represent total travel dis-
tance or time and/or total number of passengers affected
by congestion. Objectives are optimised respecting physical
constraints of the infrastructure e.g. escalator capacity and
availability of resources; and the results are communicated
directly to equipment and staff devices.

Other use cases for combining video and sensor intel-
ligence to optimise the deployment of assets and resources
in smart spaces include directing cleaning activities to target
and prioritize high-touch surfaces in airports and train

stations.

2.3
Integrated Digital Control Center

The digital control center provides a single integrated
window on the smart-space; connecting sensor technol-
ogy, operational systems, and advanced analytics; enabling
managers to assess risks, plan resources, and respond rapidly
to changing pressures and events. For example, a large UK
hospital trust needed to improve operational delivery; better
respond to fluctuations in demand; and optimise the use of
its resources and assets. The digital control center, imple-
mented by Hitachi will provide staff with the information
they need, in a timely and visual manner, to better match
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resources to patient needs, including the allocation of beds,
operating theatres, and equipment, resulting in reduced

waiting times and optimised pathways for patients.

3. Conclusions

Hitachi has developed a number of smart space solutions
aimed at protecting citizens from terrorist threats and viral
infection. As a next step, the company will use advanced
analytics to simulate, model and optimise the deployment
of staff, resources, and customer flows. It believes that this
work is essential to building back better after the global
pandemic; ensuring that the transport, entertainment, work,
and community spaces and services that are essential to
our civil society are safe, trusted, convenient, and efficient.
Hitachi sees the opportunity to leverage these solutions
globally into wider smart city applications such as dynamic
traffic and mass transportation optimisation.

References

1) H.Okitaetal., “Al-based Video Analysis Solution for Creating
Safe and Secure Society,” Hitachi Review, 69, pp. 687-693
(Sep. 2020).

2)  T.Otley, “Paris Aeroport Launches Campaign on Unattended
Luggage,” Business Traveller (Nov. 2017).

Author

Nick Blake

European Big Data Laboratory, European Research
and Development Centre, Hitachi Europe Ltd.
Current work and research: Leading Hitachi’s social
innovation in smart spaces and digital trust.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [144 144]
  /PageSize [612.000 792.000]
>> setpagedevice


