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EXTRA CONTRIBUTION

An R&D Strategy for DFFT

Free flow of data across nations around the world will surely bring about huge benefits to
humankind. But there are concerns that it can infringe on an individual’s human rights,
take economic advantages away from those having more data, or can endanger national
or regional security. To challenge these issues, Data Free Flow with Trust (DFFT) was pro-
posed by the prime minister of Japan at the G20 summit meetingin 2019. It emphasizes
the concept of trust in data communication. We first consider the difference between
trust and security. Then we make a scientific model of DFFT where trust is defined in the
context of data flow. Using this model, we list the set of core technological problems for
realizing DFFT and introduce the R&D strategy of Hitachi in approaching them.
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1. Introduction

Free flow of data across nations around the world will
surely bring about huge benefits to humankind. Solving
viral infection problems is one current conspicuous example
where this is a requirement. But there are concerns that
data free flow can infringe on an individual’s human rights,
take economic advantages away from those having more
data, or can endanger national or regional security. To solve
these issues, social sciences are taking up the challenge of
making international rules, while technological sciences
are accelerating development of innovative technologies.
Data Free Flow with Trust (DFFT) was proposed by
the prime minister of Japan at the G20 summit meeting
held in Japan in 2019. In May 2020, the World Economic
Forum (WEF) responded by publishing a white paper enti-
tled, “Data Free Flow with Trust (DFFT): Paths towards
Free and Trusted Data Flows”®. Mr. Hiroaki Nakanishi,
Executive Chairman and Executive Officer, Hitachi, Ltd.,
contributed to it as a steering committee member. Dr. Akira
Ishikawa, a co-author of this article, sat on its working
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committee. The WEF’s Centre for the Fourth Industrial
Revolution Japan (C4IR]) will further follow this up by
publishing another white paper. It is on the subject of
data governance and due to be published in March 2021?.
Hitachi is serving as a co-author together with the Ministry
of Economy, Trade and Industry, Japan. The main contribu-
tors from Hitachi are Dr. Tadashi Kaji and Dr. Hiromitsu
Kato. Both are co-authors of this article. The Japanese govern-
ment, meanwhile, has followed up the prime minister’s pro-
posal by establishing the Trusted Web Council in the Cabinet
Secretariat in October 2020. It will publish a white paper on
Trusted Web in March 2021®. Dr. Haruo Takeda, the main
author of this article, is serving as a member of the Council.

This article introduces the R&D strategy of Hitachi to
contribute to realizing DFFT. In the next chapter, we differ-
entiate trust from the term security, which has been widely
used in data communication. Then DFFT modeling is tried
in the following chapter to involve the engineering science
community in this discussion. Using this model, trust is
defined in the context of data flow. In the final chapter, we
identify the core technological problems for implement-
ing DFFT and introduce the R&D strategy of Hitachi in
approaching them.



Figure 1 — Security and Trust
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1. Security —trust, Trust *security

2. Whereas trust is not needed given absolute security, this
is difficult to achieve in human-made systems and, when
achieved, tends to be over-engineered to the extent that
it is not favored in practice. Therefore, trust needs to be

introduced as a concept.

3. “Secure” is an objective state (“The web is secure”)
“Trust” is an action (“The web is trusted by ...”)

Trust requires someone to do the trusting

4. In the context of data exchange, the sender (S) and

receiver (R) are the ones who do the trusting

2. Security and Trust

'The terms “security” and “secure” have been widely used in
the field of data communications in a sense that is analo-
gous to trust. As shown in Figure 1, something that is secure
is trusted, but something that is trusted is not necessarily
secure. Given complete security, there would be less need
to introduce a new concept of trust, at least with regard to
specific communications links.

However, an artificial system that never malfunctions is
in general very hard to construct in the real world. Even
where an infallible theoretical solution does exist, it is
often not accepted by society for being non-optimal when
economic viability or other human factors are taken into
account.

In the case of data communications, quantum cryptog-
raphy with single photon transmission technologies such
as BB84 is assumed as offering the highest level of security.
But a global agreement has yet to be made to implement it
as the global infrastructure of data communication. When
talking about the robustness of widely used public key infra-
structure, it is important to refer to human factors such as
the leakage of private keys through mistakes made by the
holders of keys or through cyber attacks by someone else.

Considering the technical difficulty of building infallible
systems and the requirement of society to make an “optimal”
solution that takes human factors in account, the authors
believe it is natural that attention now be paid to introduc-
ing the concept of trust.

3. Modeling DFFT

One more key difference between security and trust is that,
whereas describing something as secure indicates an objec-
tive state, trust is an action and, as such, requires someone
to do the trusting. The authors believe that, in the context

of the exchange of data, the “someone” should be the sender
or receiver of data.

In many fields such as finance, transactions between
enterprises, and the Internet of Things (IoT), it has become
common in recent years for the sender and receiver of data
to be computers — not humans — but machines in other
words. The authors are of the view that, no matter how
highly advanced their artificial intelligence is, it should
be humans who are responsible for the machines’ rules of
sending and receiving data, for the program they use to
prepare data, and for the program by which that program
is generated™. Accordingly, for the purposes of this article,
the sender and receiver of data refers to humans, doesn’t
refer to any machines.

There is a debate over whether the data rights holder,
the person who collects data from the rights holder, and
the person who holds the data copyrights for statistically
processing the collected data should be made independent
of the sender. However, in cases where another person sends
data to a communications channel contrary to the intention
of the data rights holder and data copyrights holder, the
authors consider the problem where data is passed from
another person to the data sender separately from the prob-
lem where the data sender sends data to the communica-
tions channel. In this case, the model described in this paper
applies to data that is distributed via the communications
channel. But cases that do not depend on the communica-
tions channel are regarded as other human-related problems
such as contract problems between two parties.

On the other hand, the object of this trust (what it is that
the sender and receiver put their trust in) is assumed to be:
(A) the communications channel, (B) the communications
partner (the receiver for the sender or the sender for the
receiver), and (C) the data being communicated. Narrowly
defined, a “communications channel” refers to the commu-
nications link itself (ex. electrical, fiber-optical, and wire-
less) and its directly attached machines (ex. digital-analog
converters, analog-digital converters, and protocol convert-
ers), it also includes the business entities that operate all of
the above. For this article, however, a broader definition of
“communications channel” is adopted that includes all the
machines in between the human (the sender or receiver)
and the above narrowly defined communications channel.
'They are the machines that generate, send, and receive data
in accordance with logic and other rules for which the
sender and receiver are responsible (Figure 2).

Figure 3 shows the DFFT model devised by the authors.
The basic structure of data communications involves a
sender of data, a communications channel, and a receiver
of data. Note that in the case of many receivers receiving the
same data from the same sender, each data communication
between a receiver and the sender is considered to be the

primitive element where this model holds.
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Figure 2—What is a Communications Channel?
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As defined above, trust in data communications refers
to trust by the sender and receiver in the communications
channel, in the communication partner, and in the data
being communicated. This can be represented as the six
parameters below. They are the extent to which the sender
(S) has trust in

* the communications channel: S(A)
* the receiver of the data: S(B)
* the data being communicated: S(C)
and the extent to which the receiver (R) has trust in
* the communications channel: R(A)
* the sender of the data: R(B)
* the data being communicated: R(C).

The “trust level” is then defined as the mathematical
product of these six parameters. Accordingly, a free flow of
data occurs if this trust level exceeds a certain threshold (or
threshold vector), or when humans can be explicitly aware
of this level of trust in particular communications scenarios.
This is what constitutes our DFFT model.

Regarding quantifying trust, especially in (B) and (C),
it is acknowledged that the authors are motivated by a
publication issued by the Organisation for Economic

Co-operation and Development (OECD) entitled “OECD

Guidelines on Measuring Trust”®.

4. Definition of Trust in
Communications Channel

In order to engineer DFFT] the first thing to do is to define
S(A) and R(A), the trust in a communications channel
by senders and receivers. The “communications channel”
refers to the broad definition explained in Chapter 2 and in
Figure 2. We define S(A) as the extent to which the sender
has faith that the system will pass the data to the receiver
in the way the sender intends. The authors define R(A)
similarly as the extent to which the receiver has faith that
the system passed the data the receiver received in the way
intended by the sender.

The S(A) is now broken down into the 10 factors shown
in Figure 4 (a). In terms of the sender’s faith, the security
community has long discussed how accurately data is trans-
mitted from sender to receiver [S(A),], the extent to which
data is leaked in transit [S(A),], and the extent to which it
is tampered with in transit [S(A),]. To these can be added
the extent of time delay and the variance of time delays in
transmission [S(A),], which is also a requirement for trust
especially in applications where real-time performance is
important. The confidence that the person who received the
data was in fact the intended recipient [S(A)s] has become
an active topic of debate in recent years. The extent to which
transmissions can subsequently be rolled back [S(A),] will
be a major issue particularly in corporate information sys-
tems to cope with e-mails sent mistakenly by employees.

The extent to which the transmission of data is verified
to be legitimate [S(A),] will be in demand as a means of
enhancing trust in communications channels. It is also an
important technical issue in knowledge processing shown
in the next chapter. The extent to which senders can inad-
vertently leak the data concerned [S(A),] is dealt with
separately from S(A),, as it relates to actions taken prior
to communications. The extent of negative flow-on effects,
unintended by the sender, that occur after the receiver
has received the data [S(A),] is also being considered for
addition to the requirements for trust in communications
channels. This recognizes the size of the associated social
problems, such as the many cases where a message, having
been sent to large numbers of recipients, “goes viral” with
consequences that can even include people committing
suicide. The ability to perform after-the-fact verification
of these [S(A),,] will also likely be an important future
requirement for trust in the flow of data.

The R(A) is broken down into the 10 factors shown in
Figure 4 (b). In terms of the extent to which the receiver
trusts that the system passed the data they received in the
way intended by the sender, how accurately data is trans-
mitted from sender to receiver [R(A), ], the extent to which
data is leaked in transit [R(A),], the extent to which it is
tampered with in transit [R(A);], and the extent of time
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delays in transmission from sender to receiver [R(A),] are
the same as the corresponding S(A),, S(A),, S(A),, and
S(A),. The only difference is that they are from the receiver’s
perspective. Similarly, the confidence that the sender is who
it is believed to be [R(A);], the extent to which transmis-
sions can subsequently be rolled back [R(A),], the extent
to which reception of the data concerned can be verified
as legitimate [R(A),], and the extent to which receivers
can inadvertently leak the data concerned [R(A),] are also
equivalent to S(A)s, S(A),, S(A);, and S(A)s, only from the
opposite perspective.

The extent of unintended flow-on effects after the receiver
receives the data [R(A),] is also a factor that needs to be
considered in relation to trust in communications chan-
nels in the broad definition. An example of this is how the
spread of computer viruses has undermined trust in com-
munications channels. The ability to perform after-the-fact
verification of these [R(A),,] will, like S(A),,, possibly be an

important future requirement for trust in the flow of data.

5. Technical Challenges of DFFT
and Hitachi’s Strategy

'The information processing functions of the machine that
makes up the broad definition of the communications chan-
nel shown in Figure 2 can be divided into (a) functions that
depend on applications and (b) what the authors call the
DFFT module, which works independently of applications.
'The main technical challenges associated with the DFFT
module are shown in Figure 5.

'The first challenge is to design how trust is represented.
The trust representation needs to be expanded beyond the

unidimensional binary parameters for whether the data is
classified or not to encompass multi-dimensional continu-
ous variables. The dimensions will refer to who, where, when,
why, and how the data is used in addition to what the data
is. Standardization of the access interface to such a trust
representation will follow. Given a level of trust, application
programs access data through the standardized interface.
'The second challenge is to devise the logic to transform

the data to suit the required level of trust. It is a generaliza-
tion of lossy compression when the entropy of the informa-
tion decreases. For the case where entropy is to be increased,
the authors are considering a knowledge system. Such a
system will also work to minimize the imposition of extra
work on the human senders, receivers, and their application
programs when the DFFT module is first implemented.

Figure 5— Technical Challenges of DFFT
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'The third challenge is the standardization of the interface
between the DFFT module and standardized computer
networks. The interface should provide secure communica-
tions including human factors and cryptographic mecha-
nisms such as authentication of entities and the integrity/
confidentiality of transmitted messages will play a central
role. As the authors have explained elsewhere® in this
edition of Hitachi Review, PBI (the Public Biometrics
Infrastructure) combining public key cryptography with
the state-of-the-art biometrics technologies at the time it
is used is a promising candidate.

'The research into DFFT described in this article is pro-
ceeding under the name of Tokken, which is the Hitachi
scheme established 60 years ago to do a highly impor-
tant R&D project. Current Hitachi R&D is made up of
ten technology centers, one fundamental research center,
a department to promote external collaborations, and a
technology strategy department to manage all the above.
Of those ten technology centers, the center for artificial
intelligence, the center for communication technologies,
and the center for information systems together with the
fundamental research center are involved in this Tokken.
A supervisory role for the multiple centers is played by a
steering team led by the Corporate Chief Engineer and staft
from the technology strategy office and the administration
office at the central research lab in Tokyo, Japan.

6. Conclusions

This article has described the work on DFFT by Hitachi
as one example of the work being done by industry in the
private sector. By making this research open, Hitachi hopes
to substantially expand collaborative creation with stake
holders in industry, government, and academia around the
world” and to contribute to realizing DFFT.

References

1)  “Data Free Flow with Trust (DFFT): Paths towards Free and
Trusted Data Flows,” The World Economic Forum, Geneva
(May 2020), http://www3.weforum.org/docs/WEF_Paths_
Towards_Free_and_Trusted_Data%20_Flows_2020.pdf

2)  “Updating Governance Mechanism for Trusted Digital
Society,” The Centre for the Fourth Industrial Revolution
Japan, The World Economic Forum, Tokyo (2021).

3)  “White Paper,” Trusted Web Promotion Council, Cabinet
Secretariat (2021) in Japanese.

4)  H.Takeda, “Human-oriented Research and Development,”
Hitachi Review, 58, pp. 126-132 (Sep. 2009).

5)  “OECD Guidelines on Measuring Trust,” Organisation for
Economic Co-operation and Development, Paris (Nov.
2017), https://doi.org/10.1787/9789264278219-en

6) T Kajietal, “Trusted and Secure Service System for Society
5.0,” Hitachi Review, 70, pp. 457-461 (Jun. 2021).

7)  H.Takeda, “Hitachi R&D Strategy,” Hitachi Review, 63,
pp. 539-547 (Nov. 2014).

Authors

Haruo Takeda
Corporate Chief Engineer, Research & Development Group, Hitachi, Ltd.

Akira Ishikawa
Technology Adviser, Technology Strategy Office, Research &
Development Group, Hitachi, Ltd.

Tadashi Kaji
Senior Chief Researcher, Center for Technology Innovation - Systems
Engineering, Research & Development Group, Hitachi, Ltd.

Kenta Takahashi

Chief Researcher, Security Research Department, Center for Technology
Innovation - Systems Engineering, Research & Development Group,
Hitachi, Ltd.

Toshiaki Suzuki

Senior Researcher, Connectivity Research Department, Center for
Digital Technology Innovation - Digital Technology, Research &
Development Group, Hitachi, Ltd.

Tatsuya Teshima
Senior Researcher, Planning Office, Central Research Laboratory,
Research & Development Group, Hitachi, Ltd.

Kyoko Yamamoto
Member, Human Capital Management & General Affairs Division for
Research & Development Group, Human Capital Group, Hitachi, Ltd.

Hiromitsu Katou
General Manager, Center for Technology Innovation - Systems
Engineering, Research & Development Group, Hitachi, Ltd.

Seishi Hanaoka
General Manager, Center for Digital Technology Innovation - Digital
Technology, Research & Development Group, Hitachi, Ltd.

Tatsuhiko Kagehiro
General Manager, Center for Technology Innovation - Artificial
Intelligence, Research & Development Group, Hitachi, Ltd.

Shinji Nishimura
General Manager, Center for Exploratory Research, Research &
Development Group, Hitachi, Ltd.

Norihiro Suzuki
Vice President and Executive Officer, CTO, and General Manager of
Research & Development Group, Hitachi, Ltd.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [144 144]
  /PageSize [612.000 792.000]
>> setpagedevice


