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S P E C I A L  I S S U E AI Governance and Ethics in Social Innovation Business

1. Introduction

Artifi cial intelligence (AI) has achieved a high level of 

performance in recent years, with applications growing in 

fi elds such as railways, energy, healthcare, and fi nance. At 

the same time, the innovations arising out of AI and digi-

talization are forcing a re-evaluation of how people think 

about trust and governance. For example, while numerous 

diff erent systems interoperate with one another to create 

new value in a digital society, this also brings a lack of 

clarity over who is responsible when problems occur. Such 

arrangements raise issues that are diffi  cult to address under 

existing law, such as responsibility for decisions made by AI 

and how to ensure the reliability of algorithms and data.

In a digital society, trust is built by stakeholders working 

together. Technologies and services come to be trusted by 

society when they provide evidence that such trust is war-

ranted (a basis of trust), and when this evidence is accepted 

by users and the general public. It is on the basis of this 

philosophy that Hitachi has been undertaking research and 

development aimed at achieving public trust in AI. Working 

in partnership with the World Economic Forum and Japan’s 

Ministry of Economy, Trade and Industry, this has included 

the publication of a white paper on the nature of trust in a 

digital society entitled, “Rebuilding Trust and Governance: 

Towards Data Free Flow with Trust (DFFT)”(2) and the 

development of the Trust Governance Framework that 

describes the trust and governance relationships needed 

by such a society. Progress is also being made on developing 

a variety of diff erent technologies, such as explainable AI 

(XAI), that will underpin AI governance, and on deploy-

ing these in Lumada, the engine behind Hitachi’s Social 

Innovation Business (see Figure 1).

AI governance is a vital part of winning public trust in 

the technology. Along with safety, security, and privacy, it 

also requires that consideration be given to notions such 

as fairness, transparency, explainability and accountability.

One example is the opaque nature of decision-making 

by AI. Here, XAI can enhance the transparency of systems 

that use AI by shedding light on why particular decisions 

were made, such as by highlighting which factors infl uenced 

the outcome. In addition to its use with the aid of expert 
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interpretation to improve AI models during the societal 

implementation phase of AI deployment, it can also foster 

trust among users during the maintenance and management 

phase by making the analysis process more transparent to 

them. Unfortunately, because the outputs of XAI do not 

always align with what an expert would anticipate, there is 

also a need for further improvements through research and 

development aimed at incorporating such expert knowledge 

more eff ectively.

Learning from data is a key feature of AI, and as such it 

is subject to the various biases that might be present in that 

data. One example is how fairness can be compromised by 

poor classifi cation accuracy for categories with small sample 

sizes relative to those with a lot of data. In response, Hitachi 

is using bias minimization techniques to overcome this 

problem and prevent AI decision making from accentuating 

discrimination and prejudice. Data quantity is just one of 

the factors involved in the problem of classifi cation accuracy 

being diff erent for diff erent categories, with things like the 

nature of the data also playing a part. Accordingly, Hitachi 

is trying a number of diff erent approaches in its research 

and development work on reducing bias.

Once in use, AI models sometimes require retraining 

to deal with changes in the environment in which they 

operate. As AI behavior is a statistical outcome deter-

mined by its training data, guaranteeing that an AI will 

continue to behave in the same way after retraining is dif-

fi cult. Retraining runs the risk of seriously compromising 

prediction accuracy. To prevent this, Hitachi uses tech-

niques for assessing whether prediction performance after 

retraining is consistent with past operation. Moreover, the 

safety requirements of AI systems call for consistency to be 

maintained not only for accuracy, but also across the broader 

aspects of their behavior.

Public concerns about the use of data are likely to arise if 

there is no way of tracking which data is used in the devel-

opment and operation of AI, and how it is manipulated. 

Th is calls for the employment of techniques for tracking this 

“data lineage” to provide greater transparency over the use of 

data. Data lineage management enhances the trustworthi-

ness of AI training data and enables appropriate manage-

ment across all processes up to the practical deployment of 

the trained model.

Research and development at Hitachi takes all of these 

diff erent considerations into account. Th e following section 

provides an overview of research into the building of trust, 

and this is followed by a section describing research and 

development intended to underpin AI governance.

2. Trust and Governance 
in Digital Society

Th is section describes a governance framework for ensuring 

trust in digital societies together with digital trust practices 

that give stakeholders the confi dence to trust one another 

and generate new value through collaborative creation.

2. 1
Trust Governance Framework

Digital societies have the potential to deliver ongoing 

improvements in human wellbeing through the intercon-

nection of diff erent services to generate new value. For this 
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Figure 1 — AI Governance and Trust Governance Framework
The diagram presents an overview of the Trust Governance Framework showing the trust and governance relationships needed by a digital society and 
how AI governance can achieve public trust in AI.

AI: artificial intelligence   XAI: explainable AI
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new value to reach the public, however, the public’s trust 

must fi rst be earned. As trust is intrinsically subjective, there 

is no one single way of achieving this. What is needed, 

rather, is to combine a variety of diff erent trust-building 

measures to suit diff erent target groups, circumstances, and 

types of service.

Th e Trust Governance Framework collates the best ways 

of engaging with stakeholders to help win public trust. In 

particular, it is seen as a providing a common standpoint 

from which to engage in consultation and debate aimed at 

gaining the trust of multiple stakeholders.

Th e framework provides one of models to shows how 

trust, trustworthiness, and governance are interrelated, 

modeling trust as something that is built up through a pro-

cess of: (1) implementing governance in ways that facilitate 

trust building, and, as an outcome of this governance, (2) 

accumulating evidence that demonstrates trustworthiness, 

and (3) having stakeholders accept that this evidence does 

in fact demonstrate trustworthiness (see Figure 2).

Th e Trust Governance Framework also formalizes trust, 

trustworthiness, and governance, such that the process of 

formulating measures for winning trust can be made more 

effi  cient by substituting the relevant entities into the for-

malism’s variables (the actors, means of governance, etc.) 

based on the particular circumstances (who is subject to 

governance, etc.). One example might be how the public’s 
trust in the safety of autonomous driving is achieved through 

the government imposing governance rules on autonomous 
vehicle manufacturers, leading to an accumulation of evi-

dence that suggests the safety of autonomous driving in the 

form of data on traffi  c accidents that is in turn accepted 

by the public. Here, the terms in italics represent formal-

ism variables, the values of which are based on the target 

groups, circumstances, and type of service involved in this 

particular example.

Th e accelerating speed of change experienced by digital 

societies means that past governance practices struggle to 

maintain trust once it has been acquired. Th e above example 

included governance of autonomous vehicle manufacturers 

by means of government-imposed rules. In a digital society, 

however, the fl exible and timely updating of rules is needed 

to keep up with technological innovation and changes in 

the social environment. Accordingly, the framework also 

models an agile trust-building process for keeping pace 

with such change.

2. 2
Building Digital Trust

Digital Trust that enables stakeholders in digital society 

to collaborate has two sides: “Trust of Digital” and “Trust 

by Digital.”

“Trust of Digital” refers to the trust that stakeholders 

need in order to fully accept and adopt digital systems. 

Th is means ensuring that systems and data are safe from 

attack, abuse, or interference from cyber criminals and hos-

tile agents; that digital rights and privileges are protected 

through secure biometric authentication; and that all parties 

comply with local, regional, and global rules and regulations. 

Two examples of such rules and regulations are the General 

Data Protection Regulation (GDPR)(3), which was passed 

by the European Commission and came into force in 2018, 

and the Artifi cial Intelligence Act (AI Act)(4), which was 

drafted by the Commission in April 2021 and is expected 

to come into force by 2023 at the earliest. Th e AI Act is 

designed to promote the adoption of trustworthy and ethi-

cal AI that provides eff ective protection of people’s safety 

and fundamental rights by establishing boundaries around 

the purpose and application of AI.

“Trust by Digital” refers to how digital systems are them-

selves central to strengthening and reinforcing corporate, 

social, and governmental trust. In order to deliver this trust, 

digital systems that increasingly span traditional organi-

zational boundaries, will be required to provide full trace-

ability, transparency, and digital notarization, so that parties 

are able to trade and share data with full confi dence that 

all other parties are respecting mutually agreed standards 

relating to sustainability, ethicality, and safety (see Figure 3). 

Hitachi Europe Ltd. developed autonomous control 

software using state-of-the-art AI in the UK autonomous 

vehicle project HumanDrive(5). One of the key innova-

tions of this technology was the creation of an intelligent 

data management tool, namely DRIVBAS, an acronym of 

“driving behaviour analysis software.” DRIVBAS extracts 

balanced training data from terabytes of human driving 

data that can then be used in AI learning. Th is avoids bias 

in the resulting AI model, which is able to interpret road 

environments and generate a safe path for the vehicle.

Trust
X expects Y to do Z with intent to V

Trustworthiness
P suggests Y always/often does Z

Governance Trust in 
governanceB makes Y do D by means of A for H

because of

as a result,

accepted by

Figure 2 — Trust Governance Framework
In addition to formalizing the concepts of trust, trustworthiness, and 
governance, the framework uses the relationships between them to 
define a structure for trust that can be utilized in the formulation of 
trust-building policies.

Legend:  X: Trustee (citizens)   Y: Actor = governance targets   D, Z: Actions   
P: Fact (evidence)   A: Means of governance   B: Governance entities
H: Value = purpose of governance
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3. Technologies that Support 
AI Governance

Advances in AI are prompting calls for its use in mission-

critical social infrastructure applications. Given the diffi  -

culty of understanding the complex behavior of AI models, 

however, making the actions of AI easier to understand 

is one of the issues to be addressed. A number of eff ec-

tive ways exist for achieving fair AI governance so that 

companies and individuals will accept the technology and 

use it on an ongoing basis. XAI, for example, sheds light 

on the AI decision-making process, making it amenable 

to review by experts and, when necessary, revision. Others 

include techniques for learning from imbalanced data in 

ways that prevent these imbalances from causing bias in the 

AI model’s outputs, techniques for improving consistency 

over long-term AI operation, and evidential data manage-

ment to ensure transparency in the AI analysis process. Th e 

following sections describe the current state of this research 

and development.

3. 1
XAI and Measures for Achieving Fairness

Hitachi has developed multifaceted diagnostic techniques 

for the models and training data used by XAI that it sup-

plies through its support services for AI installation and 

operation. In home loan screening, for example, XAI can 

be applied to the applicant scores output by a black-box AI, 

indicating which factors infl uenced the decision or explain-

ing the reasons in terms of precedents.

Th e basic approach to understanding the behavior of 

a black-box AI is to quantify which of the model’s input 

variables played a part in a prediction. Th is is a long-

standing topic in the study and application of statistics, 

with numerous approaches having been adopted to the 

question of what makes particular variables important. In 

many methods, a variable is deemed important if varying its 

value changes the output of the model. When considering 

fairness, however, the problem is that correlations in the 

data can result in outcomes that are disadvantageous to a 

particular group even when variables that are indicative of 

that group are excluded from the input of the AI model. An 

analysis of this phenomenon calls for an approach based on 

the idea that a particular variable is important if knowledge 

of its value is informative for estimating the model’s output. 

Th e cohort Shapley value was developed to provide a way 

of doing this (see Figure 4).

Along with the problem of model output being diff erent 

for diff erent groups, there is also a need when addressing 

the issue of AI fairness to consider the tradeoff s between 

diff erent indicators, such as the negative consequences of 

incorrect predictions(6). To this end, analysis considers the 

various diff erent defi nitions of fairness defi ned in terms 

of both black-box AI predictions and data on the correct 

answers. In this instance, which considers the disparity 

between groups, in terms of prediction results and false pos-

itive predictions, using the cohort Shapley value enables the 

analysis not only of conventional group-wide bias, but also 

of which particular instances contribute to bias, which is 

done from the histogram of values(7). In the future, Hitachi 

intends to support the development and operation of trust-

worthy AI models through the use of analysis techniques 

like this in consultation with domain experts.

3. 2
Mitigating Bias when Learning from Imbalanced Data 
for Achieving Fairness

AI has seen signifi cant progress over recent years, not only 

due to advances in algorithms and computing hardware, but 
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also thanks to the availability of large open datasets that can 

be accessed by anyone. Unfortunately, these large datasets 

may contain unintended biases, giving rise to unexpected 

inequities when the models are deployed in practice(8). Bias 

in the distribution of data is a typical example. A team led 

by US computer scientist Joy Buolamwini looked at a data-

set that had been created by the US government for use as 

a facial recognition benchmark with explicit consideration 

given to ensuring geographic diversity in the photographs it 

contained. What they found, however, was that the dataset 

contained unambiguous bias, with a very low proportion 

of photographs showing women with dark skin compared 

to men with light skin(9). It was already widely understood 

that, if an AI is trained using biased datasets such as this, 

the resulting model will perform particularly poorly on 

minority groups(10).

Hitachi has been researching and developing AI tech-

niques that can be used, even when models are trained using 

imbalanced datasets, to deliver fairer outcomes by minimizing 

the loss of AI model accuracy for data that belongs to catego-

ries present in small numbers. Th e traditional way of address-

ing this issue when using imbalanced datasets has been to 

seek to overcome the imbalance in the training process by 

considering the number of data points in each category, 

increasing the weighting of under-represented categories 

and reducing that of well-represented categories. Behind this 

lies the hypothesis that the fewer data points are available, 

the more diffi  cult it is to train the model using data for that 

category. Hitachi, however, has demonstrated experimentally 

that this hypothesis is not always true (see Figure 5).

Based on this discovery, Hitachi has proposed a method 

for correcting imbalance in model training by continuously 

monitoring the diffi  culty of learning for each category and 

adjusting the category weightings accordingly. At the time 

of publishing a paper, it had already been demonstrated that 

this method outperformed past methods when learning 

from imbalanced datasets(12).

Data
• Prediction results
• False positives

Including 
variables that 
are not used

Knowing the value of a particular 
variable has a high utility for 

estimating model output

Which input variables 
are important?

1000

0

1000

0

−0.1 0.0 0.1

−0.1 0.0
Impact

Impact

0.1

Group A

Group B

Group A

Group B

target
(*, x2, x3)

(x1, x2, x3)

baseline
(*, *, *)

(x1, *, x3)
(*, *, x3)

(x1, *, *)

(x1, x2, *)

(*, x2, *)

Histogram of bias instances

Bias in prediction results

Bias in false positives

ML
model

f(x)

Cohort 
Shapley

(XAI)

Figure 4 — Cohort Shapley Value
When applied to the deviation between prediction results and false positive classes, the histogram of cohort Shapley values provides a way to analyze 
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Figure 5 — Distribution of Data Quantities in Action Recognition 
Dataset and Recognition Accuracy
The upper graph shows the number of data points for each of the action 
categories in an action recognition dataset (the EGTEA dataset(11)) and the 
lower graph shows corresponding recognition accuracies for an action 
recognition model trained using the dataset. Despite the presence of a 
large imbalance in the number of data points, this demonstrates that 
categories with a low number of data points do not necessarily suff er 
from poorer accuracy.
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3. 3
Techniques for Improving Consistency over Long-term 
AI Operation

Even as greater use is made of AI in industrial systems, 

human operators still have a key role to play. If an AI-driven 

system is not trusted, it can lead to a myriad of issues rang-

ing from low productivity to safety and fi nancial impact. For 

example, an un-trustworthy robotic arm in a manufacturing 

shop can be hazardous to operators and an untrustworthy 

driverless vehicle can cause accidents.

To increase trustworthiness in AI, Hitachi America, Ltd. 

has observed that for current systems it involves two tech-

niques: (1) human-in-the-loop and rule-based safeguard-

ing mechanisms, and (2) modifi cations to model training 

methodologies. While explainable models represent an 

innovative new approach, development is still in its early 

days. Human-in-the-loop and rule-based safeguards are 

straightforward, but they are also very domain- and use-

case-specifi c. Th e more robust approach would be to modify 

the model training methodologies as these are fundamental 

in nature and can be applied to a wide variety of use-cases 

and domains. Accordingly, they are the focus of research.

Trust can be considered as a function of consistent behav-

ior. From an AI perspective, it means that, given the same 

input, the user would expect the same output, especially for 

correct outputs, or in other words consistently correct out-

puts. In the case of industrial systems and mission critical 

systems, inconsistency in model outputs can have adverse 

eff ects on business processes along with safety issues. So, 

Hitachi America has studied model behavior in the context 

of periodic retraining of deployed models, where the outputs 

from successive generations of the models might not agree 

on the correct labels assigned to the same input (see Figure 6).

Model consistency is defi ned as the ability to make con-

sistent predictions across successive model generations for 

the same input. While consistency is applicable to both 

correct and incorrect outputs, producing consistently cor-

rect outputs for the same inputs is the more desirable case. 

Hitachi defi nes “correct consistency” as the ability to make 

consistent correct predictions across successive model 

generations for the same input. To quantify (correct) con-

sistency, metrics have also been developed to measure these. 

For deep learning models, this has involved the develop-

ment of an effi  cient ensemble learning technique called the 

dynamic snapshot ensemble method(13) and obtaining theo-

retical proof of the conditions under which the consistency 

of deep learning models is improved. With this research, 

Hitachi recommends that these proposed metrics be used 

in addition to existing aggregate metrics like accuracy to 

evaluate the AI systems before deployment, and that they 

be part of AI-driven system governance.

3. 4
Evidential Data Management for Transparency in AI 
Analysis Process

With the increasingly integral role of AI in society, a grow-

ing proportion of the general public are becoming con-

cerned about how their personal data is being used. One 

example might be if an AI predicts that a person has a 45% 

probability of needing nursing care in 10 years’ time. In the 

absence of any evidence as to what the 45% fi gure actually 

means, and what the person can do to bring the probability 

down, all this will do, unfortunately, is make the person feel 

anxious. Alleviating this anxiety requires transparency as to 

what data the AI used as the basis for its prediction, and 

how that data was processed. Th is will provide experts with 

a deeper understanding of the AI prediction process so that 

they can ascertain what outputs actually mean and explain 

this to the public. Doing so will make it easier for the public 

to fi nd more appropriate ways of avoiding the need to go 

into nursing care. Specifi cally, this means being able to trace 

back to the sources of data that formed the basis of the pre-

diction to determine which factors went into the predicted 

45% probability of needing nursing care and which factors 

have the potential to bring the probability down.

Th is approach of managing the evidential data associated 

with AI predictions should provide trust and confi dence in 

the technology.

Hitachi has developed this “evidential data management” 

through collaborative creation with Partners HealthCare, a 

US healthcare provider. Th e objective of the project was to 
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avoid the re-admission of hospital patients within 30 days 

of discharge by establishing practices for providing appro-

priate follow-up targeted at those discharged patients who 

exhibit more than a predetermined level of risk. Along with 

predicting the probability of re-admission, this also requires 

the provision of information about which data served as 

the reason for the prediction. Th is was done by recording 

all steps in the AI analytics process, covering the creation 

of the trained model on the basis of risk feature values that 

were generated from the training data, and developing a 

technique for managing data in a way that links these three 

types of data together (training data, risk feature values, 

and trained model) (see Figure 7). Named “evidential data 

management technology,” information about this technique 

was announced in December 2018(14).

Th e technique has since been used in a variety of projects 

and it is being further enhanced to turn it into a generally 

applicable technique for data management. Its potential is 

increasingly being recognized, especially given the wide-

spread acknowledgement in recent years of the importance 

of data quality control in AI. Examples of where evidential 

data management technology is being called for include the 

requirement to use complete data in the European Union 

(EU), where an AI Act is currently under consideration, and 

a policy paper by the Japan Electronics and Information 

Technology Industries Association ( JEITA)(15) that off ers 

a realistic counterproposal whereby the use of data lineage 

to demonstrate data trustworthiness, consent management 

techniques (evidential data management), and other such 

practices will provide transparency as to the source of data 

and facilitate the more appropriate management of pro-

cesses from data processing to machine learning and use 

of the outcomes of machine learning. As it works to create 

a world in which the general public is able to enjoy the 

benefi ts of AI with confi dence, Hitachi intends to continue 

pursuing the wider adoption of evidential data management 

technology as a form of data management that is compat-

ible with AI ethics.

4. Conclusions

Th is article has described a framework for trust and gov-

ernance in digital societies together with techniques that 

facilitate AI governance.

Achieving public trust in AI is a prerequisite for Hitachi’s 

Social Innovation Business, and to this end it is establishing 

AI governance on the basis of Lumada and its AI Ethical 

Principles. Hitachi is also pursuing a wide range of research 

and development, encompassing topics such as AI quality 

assurance and AI-specifi c privacy protection and security 

measures not covered in this article. By combining these 

diff erent approaches, it is helping to create a safe, secure, 

and resilient digital society and to foster human wellbeing.
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