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1. Introduction

'The desire to create a society in which everyone can enjoy
a happy and active life is a universal one shared by the vast
majority of people. Unfortunately, challenges may arise for
people’s stable lifestyles and business continuity when the
constraints of the natural environment and its changeabil-
ity become problematic, including in the forms of climate
change, resource shortages, and pollution, and also by the
rapid and discontinuous change in both nature and society.

Moreover, the safety and security of people’s lives is also
put at risk by threats such as viruses and traffic accidents.

Hitachi, meanwhile, aims to generate societal, environ-
mental, and economic value and help build a sustainable
way of life by treating the three values of environment, resil-
ience, and security and safety as the basis for its efforts to
resolve societal challenges®.

'The top half of Figure 1 shows what such a society might
look like. This is a society in which the lives of individuals
are central and the private and public sectors work together
to deliver services so that everyone can enjoy a happy and
active way of life.

Figure 1 —A Society in which Everyone Can Enjoy a Happy and Active Life

Thisis a society in which the lives of individuals are central and the private and public sectors work together to deliver services so that everyone can enjoy a
happy and active way of life. Sophisticated services are delivered by applications in the digital world that use loT devices in the real world to exchange data.
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For example, it can be considered that the ability of
companies to maintain security of supply in the face of
the severe fluctuations in demand during the COVID-19
pandemic and in its aftermath results in the value of which
consumers are able to obtain products when they need
them®. Another is that shortening the time it takes for
emergency services to arrive at an incident scene can result
in the value of enhancing the survival chances of the victims,
especially given the rapid rise in the number of such callouts
in response to emergency calls®.

In this way, one specific initiative can realize personal
happiness and benefit at the same time as delivering corpo-
rate and societal value, with even better outcomes possible
if multiple such initiatives can be developed in tandem.
Hitachi’s Lumada™®®, and the technologies that go into it,
provide ways and means of achieving this ideal and concept.

'The bottom half of Figure 1 shows a diagrammatic rep-
resentation of measures that support the achievement of
this goal. Sophisticated services can be delivered through
the exchange of data by applications in the digital world
using Internet of Things (IoT) devices out in the real world.
When data is linked and combined in the digital world in
ways that also protect the rights to this data, the benefits
can flow back to the real world in the form of even more
advanced services. This embodies a worldview that seeks to
address the challenges that face society as a whole. Even in
the case of initiatives that operate as standalone functions,
new value can be generated from the synergies that arise
from links between adjacent functions. Artificial intelli-
gence (Al) and analytics are some of the technologies used
to derive ways of resolving the challenges facing society
through the intelligent combination of different types of
data to discover and generate new value, with the real and
digital worlds together forming a network in which data
flows in a loop. This article uses the term Al to represent

both Al and analytics.

2. For Resolving Societal Challenges

This section looks at societal challenges in terms of the
environment, resilience, and security and safety, presenting
relevant examples where Al is being used to deliver solu-
tions and considering also what functionality and future
possibilities the technology has to offer.

2.1
Environment

Ways of creating a society with low carbon emissions, a
high level of recycling, and symbiosis with nature include:

*1 Coined from the words “illuminate” and “data,” the name Lumada embodies Hitachi’s
goal of shining a light on its customers’ data and illuminating it in such a way that the
company can extract new insight, thereby resolving its customers’ business issues and
contributing to their business growth.

(a) Reducing or eliminating the release of substances that
damage or otherwise affect the environment, (b) Reducing
energy use and making the transition to renewable energy,
and (c) Encouraging the recycling of valuable materials.

One example of how to deal with pollution (a) is the use
of deep learning to predict how the quality of river water is
impacted by factors such as rainfall, with this information
then being used in the control of water intake and the set-
ting of water treatment dosing levels®. An energy-related
example (b) is the development of a technique for the auto-
matic learning of engine control parameters to allow for
running on a mix of different fuels, thereby enabling the use
of fuels produced from renewable energy'®. For recycling (c),
Hitachi supplies a solution that uses Al image recognition
in the sorting of waste”.

In addressing environmental challenges, there is poten-
tial for using Al to make highly accurate predictions and
to enable efficient planning and control, which then fit
together with information from the workplace and the
know-how of experts. In the future, Hitachi anticipates that
functions for sharing knowledge, in the broad sense of the
expression, will be crucial for Al and related technologies.
'This includes combining a number of different Al functions
and learning models in applications such as prediction and
planning in order to deal with more complex situations. It
also involves support for consensus-building when address-
ing societal challenges where the involvement of many dif-
ferent stakeholders makes it more difficult to come up with
potential solutions, including arbitrating between compet-
ing plans and quantifying and sharing information about
the risks and about the costs and benefits.

2.2
Resilience

Measures for enhancing resilience to disasters and other
incidents as well as rapid changes in the business environ-
ment include: (a) The rapid collection and presentation of
information about changing circumstances that can be used
as a basis for reallocating resources to facilitate recovery
or to adjust plans, and (b) The prediction of risk and the
adoption of countermeasures that prevent potential risks
from manifesting.

For the better handling of information (a), Hitachi has
developed an image analysis technique for situation assess-
ment during disasters®. Another example in this category
involves optimal planning that responds to fluctuations in
market demand and considers all steps along the supply
chain®. In the area of risk management (b), Hitachi is
combining predictive maintenance and insurance, using
equipment fault prediction to address business risks®?.

When dealing with rapid change, Al has the potential
to optimize planning based on the practical constraints and
other relevant factors®?, to process large-scale combinatorial



problems, and to achieve a reasonable degree of accuracy
when applying learning or inference to the changes being
confronted even when constrained by having few past prec-
edents and little or no data to work with"?. In the future,
Hitachi believes that the ability to grow, which means to
get smarter in step with the evolution of environmental
and societal functions and with human growth, will be an
important capability for Al This will include the ability
to deal with dynamically changing situations and irrevers-
ible change, and also to ascertain just how much can be
inferred from the currently available data and to bring in
other functions to make up for these limitations to handle
more complex systems and unknowns.

2.3
Security and Safety

Wiays of enabling people to live healthy and fulfilling lives
include: (a) Preventive and reactive responses for addressing
threats to people’s health, and (b) Maintaining the safe and
reliable operation of social infrastructure.

An example of a healthcare response (a) is the creation
of Al-based indicators for the highly accurate prediction
of therapeutic efficacy, thereby enabling treatments that
are tailored to the specific physiological and medical cir-
cumstances of individual patients®?. In the field of social
infrastructure (b), Al image analysis is facilitating mea-
sures for preventing the transmission of infectious disease
in public places?.

When Al is used to help maintain security and safety,

its recognition and inference functions (identification of

Figure 2 — Expectations for Al Used to Resolve Societal Challenges
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causes and prediction of the future) will be expected to
operate in ways that do not compromise privacy and fair-
ness. People will also want to understand the basis for Al
decisions and the processes used to reach them®. The reli-
ability and trustworthiness of systems in which Al forms a
part is expected to become an important consideration in
the future, including “Al ethics” covering the Al itself and
the people who work on it

In summary, sharing of knowledge, ability to grow, and
reliability will all be important factors when considering
what functions Al should incorporate and where it is per-
ceived to be heading (see Figure 2).

3. Features of Hitachi Al

Al has a long history with numerous technical accom-
plishments in the applications of analysis, learning, pre-
diction, discovery, planning, optimization, and interactive
chat. Hitachi released its own Hitachi Al Technology/H
(AT/H)7.08 in 2015. AT/H works by sifting large amounts
of data to determine which factors correlate strongly with
key performance indicators (KPIs) and to derive potential
improvements.

Use of Al in workplace and other real-world applications
also needs to combine precision with practicality, incorpo-
rating application-specific constraints and know-how while
also making use of the 10T cloud, and other leading-edge
information technologies to process large amounts of real-

time data. Unfortunately, numerous technical difficulties

Hitachi believes that the sharing of knowledge, an ability to grow, and trust and reliability will be of particularimportance in the functions of Al to resolve

complex societal challenges.
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arise when Al is used to overcome the sort of societal chal-
lenges discussed earlier in this article. The following sections

describe some of the main difficulties and what is being

done to overcome them, focusing in particular on examples

that leverage the features of Hitachi’s Al

3.1
Data Scarcity

'The plant and equipment used in critical social infrastruc-
ture tends to use high-quality components and is carefully
maintained to avoid breakdowns. As a result, very little data
on equipment faults is available. In many cases, this makes
it difficult to find the past instances needed for adopting
Al This is a major problem for machine learning algorithms,
especially deep learning, which rely on large amounts of data.

In response, Hitachi has developed a deep learning tech-
nique for image analysis Al that works by decomposing the
target object into its component elements, achieving highly
accurate learning even with small amounts of data®?- @,
Hitachi Al Technology/Prediction of Rare Case®V, mean-
while, which can not only predict rare events with high
accuracy but also provide an explanation for its output, is
being deployed in applications such as risk management
support services@?.

3.2
Leveraging OT Expertise

In practice, only a small proportion of the operational data
can be measured directly. That is, it can be difficult to make
accurate predictions without incorporating a wide variety
of different factors. Examples include the environment in
which a machine operates, how well it is maintained, the
condition of other nearby machinery, worker attributes, and

Figure 3— OT Expertise and Al Techniques

work rules. Moreover, if measurements are to be analyzed

and used as a basis for decision making, the assessment and

decision criteria must conform to the rules and practices of
the workplace. Also, the people who is in charge of the work
have their own expertise [operational technology (OT)]

that they make use of on a daily basis as they go about their
duties. OT encompasses business knowledge such as com-
mercial practices or how the workplace performance aftects

KPIs, operational knowledge such as operating procedures

and practices, and knowledge of physical phenomena such

as equipment condition and material characteristics [see

Figure 3 (a)]. By incorporating this OT expertise into Al

as shown in Figure 3 (b), it may be possible to analyze the

relationships between data efficiently, provide realistic plan-
ning based on accurate prediction and relevant constraint

conditions, and explains the Al outputs.

Hitachi Al Technology/Machine Learning Constraint
Programming (AT/MLCP)®), for example, incorporates
practical OT expertise acquired from experienced staff
about the operation of manufacturing workplace (see
Figure 4).

3.3
Combining Different Al Techniques

As businesses become more sophisticated, it becomes neces-
sary for a number of different Als to function in tandem.
One example is demand prediction followed by the use of
the resulting predictions for production planning. In this
case, rather than being independent of one another, predic-
tion and planning become tightly coupled, for example in
terms of which feature values or control parameters need to
be prioritized in order to improve the targeted KPIs while
also satisfying a common set of operational constraints.

OT expertise encompasses knowledge of business, workplace operations, and physical phenomena. Al encompasses techniques for analysis and infer-
ence, planning how to satisfy multiple constraints, and testing and verifying hypotheses.
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Figure 4 — Example that Combines OT
Expertise with Al Techniques

OT expertise is combined with Al to resolve real-
world problems. The optimization of production
planning by AT/MLCP, for example, uses machine
learning and constraint programming in tandem
with the operational expertise of experienced fac-
tory staff.

Another issue, relating to the feedback of losses (the extent
to which actual outcomes diverge from the predicted or
planned values), is deciding which of the two Als’ param-
eters should the feedback be applied to.

Al can be broadly divided into analytical and inference
Al planning Al, and trial and error learning Al. Analytical
and inference Al works by representing the target domain
or its interrelationships as an internal model (learning)
that can then be used for deductive recognition or predic-
tion. Planning Al determines what state transition values
or action sequences are needed to bring about a desired
outcome or to advance to the next state, taking into con-
sideration various constraint conditions and trends such as
work rules and context. Trial and error learning Al is able to
cope with a lack of past data by testing different hypotheses
on the application domain to assess their suitability and
repeatability [see Figure 3 (b)]. With each of these differ-
ent types of Al providing different functions, they can be
thought of as complementary to one another.

One example of an application that combines different
Als is planning how to recover from disruptions to railway
schedules, which can be further complicated by services that
run across tracks managed by other operators. This could be
done using a hybrid configuration that incorporates mul-
tiple Al techniques (such as machine learning and con-
straint programming) along with the expertise of control
center staff®?. Similarly, AT/MLCP uses a mix of different
Al techniques in its production planning, both identifying
trends in past data and incorporating this information into
constraint-based optimization (see Figure 4).

3.4
Al System Quality

Mission-critical applications such as corporate core systems
and social infrastructure systems demand high levels of
stability and reliability. This is no less true when Al is used,
meaning that the quality of these systems and their ease
of operation and maintenance are crucial. It is anticipated
that achieving this will require a framework that stipulates
standardization of the technology and know-how of Al,
establishes development methodologies, specifies functions
for detecting any loss of accuracy during actual deployment,
and maintains performance. The Hitachi Al Application

Framework meets these requirements®). It offers a vari-
ety of different testing practices® to ensure the quality
of Al software. It also addresses how to deal with privacy
violations and ethical risks in the use of data®”. Through
these activities, Hitachi is striving to ensure that Al delivers

genuine benefits for both people and society.

4. Overview of Hitachi Al

As Al covers a diverse range of techniques, some of which
are extremely difficult, integrating into a business and put-
ting it to practical use are not easy. Accordingly, Hitachi
supplies products, services, and solutions in which advanced
Al techniques are already built in or that can be used in
different combinations.

Among the core products commonly used with Al are
Hitachi Data Hub® for the collection, processing, and
storage of data and the Hitachi AI Application Framework
that supports the development and operation of Al applica-
tions??). These software products can be paired with a vari-
ety of different Al engines. Lumada Solution Hub provides
ways of implementing solutions in the cloud, including
migration from a proof-of-concept (PoC) to a full produc-
tion implementation and rapid deployment to multiple dif-
ferent sites as well as support services such as service status
monitoring and system hosting®”. Hitachi’s Al services
support activities such as designing feature values based
on operational data and incorporating them into systems
in ways that satisfy operational constraints®. The Hitachi
Al Technology/Business Improvement Service, for example,
uses advanced Al to help resolve corporate management
challenges by improving sales and cutting costs. Use cases
and solutions that use Al are made up of specific methods
and examples that combine these products and services
together with OT expertise.

Hitachi is also engaged in the training of specialists who
use OT expertise and Al to put systems together that satisfy
business requirements (see Figure 5). This includes efforts
to train and upskill roughly 3,000 data scientists employed
across the group at the Lumada Data Science Lab®? where
data scientists work on practical applications that com-
bine OT expertise with advanced Al techniques while also
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Figure 5— Overview of Hitachi Al
Hitachi supplies a wide variety of products, services, and solutions. Data scientists and system engineers build systems to satisfy business requirements.
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