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Security Solutions for Post-COVID-19 Societies

Hitachi’s Efforts to Optimize Security
in the Post-COVID-19 Societies

Tatsuya Yoshida
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1. Introduction

Companies have recently been turning to the use of public
clouds such as Amazon Web Services™ and Microsoft Azure .

Although the COVID-19 pandemic has made it even
more widespread, this trend has been on the rise for years
as the result of factors such as companies reducing their
on-premises system management loads, and work styles
becoming less tied to specific locations.

For security purposes, office work is traditionally seen
as an activity done by employees, partners, and other des-
ignated parties coming together at an office or other des-
ignated location to perform operations using designated
equipment provided by the company. So security has always
been an activity done by bringing people together at an
office to ensure the safety of confidential information and
other assets.

Meanwhile, the rapid rise of remote work has overturned
all these assumptions—with non-company workplaces now
mainstream, it has become possible in theory for anyone
to access their work on a public cloud via a public network.
Some companies have also started to permit the use of the
bring-your-own-device (BYOD) work style where employ-
ees use devices that they personally own (or acquire).

These developments have been accompanied by a cor-
responding rise in awareness of the concept of zero trust—a

*1 Amazon Web Services is a trademark or registered trademark of Amazon.com, Inc. or
its affiliates in the US and other countries.

*2 Microsoft Azure is a trademark or registered trademark of Microsoft Corporation or its
affiliates in the US and other countries.

lack of trust in connections from any device or person.

Since zero-trust environments permit access by any-
one from anywhere, they require more powerful personal
authentication than was previously needed. A group of
designated people must be present in the office. Password
authentication has usually been used for authentication
in the past. While there is a need for advanced password
authentication, it creates a tradeoff between security and
convenience as increasingly complex passwords tend to
lower convenience. Users have been heavily burdened by
the need to use a different complex password for each secu-
rity need, along with frequent password change requests.
'This problem is resulting in a recent shift toward biometric
authentication technology-based multifactor authentica-
tion and other methods designed for both security and
convenience.

For system administrators, migrating systems to cloud
environments has enabled log displays and automated anal-
ysis while also facilitating security monitoring to enable
system-wide security augmentation and labor-saving. These
benefits are also assisting behavior detection and other new
methods of combating cyberattacks.

The increasing use of the cloud is also resulting in the
growth of outsourced monitoring work, with some provid-
ers able to offer advanced and rapid expert analysis and
responses.

While discussions of the benefits of cloud and open
network environments tend to focus on the risk of attacks
from outside, these environments are also evolving in a way
that is generating benefits from augmented security for both
system operators and users (see Figure 1).



Figure 1 — Main Security Measures Used by Zero Trust

The zero-trust concept uses security measures in the cloud, Internet (gateway), and endpoint domains. It provides overall system transparency and

security monitoring.

Cloud
Application- and data-related risks

Application and data protection

«Data and instances are protected on the cloud
Internet (gateway)

Network-related risks

Network security

» Provides security functions with a cloud gateway
» Dynamic access control enables secure remote access %

e

Monitoring- and auditing-related risks

Cloud display, security monitoring

Account- and authentication-related risks \k
Account management
« Provides seamless ID management/authentication

for either on-premises or cloud environments

« Multifactor authentication enables reliable personal
authentication

Endpoint

» Detects malware by monitoring devices

» Quarantines devices or investigates breaches after
detecting malware

» Ensures security in BYOD environments

BYOD: bring-your-own-device

3/

Device-related risks
Device security g

« Displaying cloud usage status and settings

« Mechanisms for automatically displaying and
analyzing logs (correlation analysis, behavior
detection), and security monitoring

2. Real-world Impact of Increasing
Diversity of Attack Victims

Cyberattacks have recently begun to have real-world
impacts, bringing security issues to a new level of severity.

Ransomware is a common type of cyberattack. Most
of the damage caused by it was previously limited to elec-
tronic data, but it has recently started to cause other types
of damage as well. Cyberattacks in the USA caused many
problems in the first half of 2021 alone. There were attacks
with major impacts on the oil supply, along with attacks on
water facilities involving unauthorized operation of drink-
ing water component adjustment systems by remote control.

Many of the control systems underpinning this type
of public infrastructure have so far tended to not actively
embrace security measures due to their nature as special
systems or closed systems. However, it has now become
essential for these systems to take the same security mea-
sures as I'T systems due to the occurrence of advanced per-
sistent threats (APTs) and other special types of attacks
that identify their targets, along with real damage caused
to economic activities and daily life.

Many facility sites use security measures that conform
to the IEC 62443 series of security standards for control
systems. The IEC 62443 series covers the security functions

of control systems and the components themselves. It also

covers development processes used by control system and
component developers, along with the management and
operation processes of control system operators.

The same trend is occurring among the wide array of
devices compatible with the Internet of Things (IoT). In
the auto industry for example, the number of computer-
controlled components has grown so much that semicon-
ductor supply problems are being reported in the media.
'This growth is resulting in over-the-air (OTA) and other
methods of wireless software updates becoming com-
monplace. Initiatives anticipating autonomous driving
in the future have emerged as a result. Regulations have
been specified by the World Forum for Harmonization
of Vehicle Regulations Working Party 29 (WP29), and
international standards such as ISO/SAE 21434 have been
created. Automotive manufacturers and suppliers are also
being called on to devise measures for handling product
security (see Figure 2). The world is entering an era in which
security measures will be needed for a wide array of devices
as components once seen as unrelated to computing rapidly
become part of IoT systems.

3. Hitachi’s Security Project Work

As mentioned above, modern security requires measures
for a wide array of devices in areas such as operational
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Figure 2— Overview of Automotive
Cybersecurity Standards
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technology (OT) and the IoT as well as just I'T. It’s impor-
tant to implement these security measures by using multiple
connected methods rather than just using a single solution.

Hitachi is working to solve this issue by creating an orga-
nization for coordinating the work done among business
units within the Hitachi Group. It will unify the group’s
security solutions and enable teamwork for providing secu-
rity and safety (see Figure 3).

Hitachi has the following three strengths in the security
domain:

(1) Security knowledge protecting the global I'T infrastruc-
ture of about 350,000 Hitachi Group employees
(2) In-depth domain-specific expertise in a wide range of
business areas (I'T, OT, and IoT systems in various areas)
(3) In-house development of original biometric authentica-
tion technologies that underpin the core security process
of authentication

Hitachi believes that implementing advanced security
takes more than just a high level of security technology. It
also takes a detailed understanding of the business areas

Strengths of Hitachi’s security business divisions

(1) Security knowledge protecting the global IT infrastructure of about 350,000 Hitachi Group employees

(2) In-depth domain-specific expertise in a wide range of business areas (IT, OT, and 0T systems in
various areas)

(3) In-house development of original biometric authentication technologies that underpin the core
security process of authentication
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Hitachi Group’s Security Business
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and systems it is being added to, along with convenience
and continuity during actual use.

So by drawing on a track record of building and operating
many different public infrastructure facilities, Hitachi pro-
vides clients with practical security measures using cyber-
security technology underpinning about 350,000 Hitachi
employees along with knowledge gained through organi-
zations such as Security Operation Centers (SOCs) and
Security Incident Response Teams (SIRTs). These measures
also include physical security technologies such as surveil-
lance cameras and access control systems. Customer assets
are protected from various threats in a multifaceted manner
by combining solutions that use facial recognition or behav-
ior detection technologies to discover suspicious people or
objects and prevent behaviors. In the future, Hitachi will
provide security solutions that go beyond just protection.
These solutions will help enable safer or more efficient work
processes by drawing on experts with advanced knowledge
and experience and artificial intelligence (AI) driven log
analysis/behavior detection technology.

4. Privacy Protection and Ethics
Considerations Arising from
Fusion of Security and Al

'The security industry has recently been using Al to achieve
more advanced risk detection for both cybersecurity and
physical security. For cybersecurity, it has become possi-
ble to identify unknown malware by detecting the type of
behaviors exhibited by programs. For physical security, it has
become possible to use Al for new economic activities such
as marketing driven by facial recognition or history analysis.

Meanwhile, these uses also require consideration of pri-
vacy and other ethics concerns. When using the physical
security technology mentioned above for example, surveil-
lance cameras that previously only provided monitoring can
be combined with AT to enable authentication of individu-
als. While this technology is effective for detecting suspi-
cious people, it also enables behavior tracing of individuals
by technological means. Cases of misidentification result-
ing in innocent people being excluded from event venues
have already come to light, and critics warn that combining
security technology and Al might lead to various problems
in future.

Countries around the world are responding by creating
guidelines on ethical Al use. In February 2021, Hitachi
created “Principles guiding the ethical use of Al in Social
Innovation Business.” They are designed to ensure well
thought-out handling of the issues accompanying today’s
increasingly diverse and complex Al.

Proper handling of privacy information such as personal
authentication and behaviors is a key element in many dif-
ferent systems. Hitachi is continually working to provide
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effective measures by drawing on many years of expertise in
privacy protection measures along with cybersecurity and
physical security technologies to create systems that do not

infringe on personal privacy or interests.

5. Conclusions

Today’s world of radically changing lifestyles and working
styles demands security measures that continually evolve as
security grows in importance. Cybersecurity and physical
security have now become more than just expenses required
to prevent attacks. They have transformed into measures
used as tools to generate next-generation innovations such
as new work styles made possible by the zero-trust concept.

Hitachi will continue to evolve and help innovate the
world as a way of providing customers with the security
technologies and solutions presented in this feature while
offering security, safety, and a high level of convenience in
the post-COVID-19 societies.
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