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GROWING IMPORTANCE OF SOCIAL 

INFRASTRUCTURE SECURITY

SOCIAL infrastructure includes the facilities, 

equipment, and systems that underpin social activity by 

people and economic activity by business. It provides 

the public with government, finance, healthcare, 

and other services, including electric power, gas, 

water, and railways (see Fig. 1). Accordingly, social 

infrastructure is expected to operate non-stop, 24 hours 

a day and 365 days a year, or to provide core essential 

services under all circumstances. This is one of the key 

characteristics of social infrastructure systems.

Furthermore, rather than existing independently 

within the social infrastructure, these services are 

inherently interdependent. For example, railways 

need electric power to operate, while the staff of 

power companies commute to work by rail. In this 

way, the infrastructure of society constitutes a single 

enormous interlinked system, with active use being 

made of information and communication technology 

(ICT) to ensure its smart operation. One such example 

would be a smart city in which ICT, environmental 

technologies, and other techniques are combined to 

make effective use of electric power.

In Japan, the term “security” has generally been 

used to refer to information security, in the sense of 

keeping information confi dential. When the application 

of the term is extended to cover social infrastructure, 

however, the meaning should include the need to 

protect the social infrastructure from a variety of threats 

so that it can continue to deliver services unimpeded. 

Hitachi uses the term “social infrastructure security” to 

refer to this wider sense, and has formulated a concept 

that expresses the future requirements for the security 

of social infrastructure based on ongoing changes in 

society and technology. This article reviews current 

trends in the fi eld of social infrastructure, identifi es the 

security requirements, and explains Hitachi’s concept 

for social infrastructure security.
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Fig. 1—Social Infrastructure 
Systems.
Made up of the facilities, 
equipment, and systems 
that underpin social activity 
by people and economic 
activity by business, the 
social infrastructure forms 
an enormous interlinked 
system comprised of mutually 
interdependent sub-systems.
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TRENDS IN SOCIAL INFRASTRUCTURE 

SECURITY

Three trends infl uencing social infrastructure security 

are the growing diversity of threats, the importance 

of incident response measures, and increasing 

interdependence (see Fig. 2).

Growing Diversity of Threats

The threats faced by social infrastructure in the 21st 

century have included unanticipated natural disasters, 

accidents, and attacks, with attacks being targeted not 

just at particular facilities or equipment but at ICT in 

general (cyberspace, in other words). The attack by the 

Stuxnet virus on power plants in 2010, for example, 

can be seen as a new form of threat to key facilities 

that utilize ICT.

Similarly, a review of the nature of cyber-attacks 

indicates their high level of sophistication, such as 

those that exploit little-known vulnerabilities to mount 

targeted attacks on particular organizations or people, 

or watering hole attacks that work by infi ltrating 

malware into websites visited by large numbers of 

the public. Also anticipated is the emergence in the 

future of cyber-attack services provided by people 

with the specialist skills needed to do so, thereby 

making it easy for people who lack those skills to 

execute attacks.

Meanwhile, natural disasters have been becoming 

more frequent and larger in scale over recent years. 

Major hurricanes such as Katrina in 2005 and Sandy 

in 2012, for example, have resulted in urban fl ooding, 

widespread power blackouts, paralyzed transportation 

systems, and interruptions to banking and local 

government services(1). In Japan, recent years have 

seen examples of house collapses, flooding, and 

other damage resulting from events such as tornados 

or localized heavy rain (called “guerrilla rainstorms” 

in Japan).

With these threats to the social infrastructure 

becoming more diverse, there is a need to prepare for 

previously unanticipated types of threat.

Importance of Incident Response Measures

Security is typically based on a defense in depth 

approach. This involves putting in place a number 

of defenses against particular attacks or disasters so 

that at least one of these measures will be enough to 

prevent damage from occurring. An example from the 

fi eld of cybersecurity is to protect information systems 

that hold confidential information by combining 

both internal measures, which prevent infection 

by viruses seeking to steal this information, and 

outbound measures, which prevent such information 

from leaving the system. This is a case of making the 

most of available information to establish preemptive 

measures.

However, with social infrastructure now facing an 

increasingly diverse range of threats, as noted above, 

it is not practical to expect that countermeasures can 

be put in place to deal with all possible future threats 

or disasters. Given the potential for damage from such 

unanticipated causes to occur even if countermeasures 

against foreseeable events are established based on the 

defense in depth philosophy, there is a need to consider 

incident response measures that can be implemented 

after the damage occurs. One example of this is the 

concept of damage limitation, meaning the mounting 

of a quick response to an attack or disaster in order to 

limit the magnitude and spread of its consequences, 

even if unable to prevent the damage resulting from 

the event itself.

That the importance of this type of incident 

response measure is coming to be recognized 

is evident in recent developments in the area of 

international standardization. One example from the 

International Organization for Standardization (ISO) 

and International Electrotechnical Commission (IEC) 

27000 series of international standards for information 

security management is ISO/IEC 27031:2011 

(Guidelines for information and communication 

technology readiness for business continuity) 

published in 2011, which provides guidelines for 

Growing diversity of threats

Importance of incident response measures

Increasing interdependence

• Cyber-attacks are becoming increasingly sophisticated, diverse, and 
easy to instigate.

• Natural disasters are growing in severity and becoming more frequent.

• The response to unanticipated accidents, natural disasters, or 
cyber-attacks always comes after the fact.

• Formulation of international standards for crisis management

• Interoperation between social infrastructure systems and use of IT 
for smarter operation

• Flow-on effects of disasters or attacks

Fig. 2—Trends in Social Infrastructure Security.
Three trends infl uencing social infrastructure security are the 
growing diversity of threats, the importance of incident response 
measures, and increasing interdependence.

IT: information technology



Hitachi Review Vol. 63 (2014), No. 5      224 

- 15 -

business continuity plans (BCPs). Based on the 

recognition that information security is not absolute 

and that accidents will happen, the standard contains 

guidelines for maintaining information services. 

Similarly, ISO 22320 (Societal security—Emergency 

management—Requirements for incident response) 

aims to improve emergency readiness by specifying 

the minimum requirements for implementing effective 

emergency measures.

Increasing Interdependence

As noted earlier, the way that social infrastructure 

services work in tandem with each other means that 

the social infrastructure can be thought of as a single 

enormous interlinked system. The current trend is 

toward the use of information technology (IT) to 

achieve ever tighter integration between different 

services with the aim of improving their convenience 

and effi ciency. Examples include the sharing of track 

by different railway companies and supply chains 

that extend throughout the world. Each of these 

provides benefi ts such as greater convenience for 

consumers or productivity for businesses, and it is 

anticipated that future developments will provide 

social infrastructure with a high level of cross-industry 

interoperation, such as in smart cities. Along with the 

growing sophistication of multi-function services, 

this increasing interdependence between services also 

brings with it greater potential for the fl ow-on effects 

of attacks or disasters to cause damage in other areas. 

Examples include a railway accident in one place that 

interferes with all services that share the same line, or 

the way in which a localized natural disaster triggered 

a cascade of problems around the world that affected 

the cost of hard disk drives (HDDs) and the fi nished 

products that use them, as occurred after the 2011 

fl oods in the Kingdom of Thailand(2).

REQUIREMENTS FOR SOCIAL 

INFRASTRUCTURE SECURITY

This section lists the requirements of social 

infrastructure security that follow from the factors 

(trends) discussed earlier in this article (see 

Fig. 3). Specifically, these requirements are that 

security measures be adaptive to allow the ongoing 

strengthening of preemptive countermeasures and 

other defenses against the increasing diversity of new 

threats, responsive enough both to minimize damage 

when attacks or disasters occur and to speed up the 

subsequent recovery process, and cooperative in the 

way that different organizations and operators work 

together to deal with attacks or disasters based on a 

common understanding of the situation. The following 

sections describe these requirements in more detail.

Adaptability

In broad terms, there are two ways of approaching the 

task of establishing ongoing countermeasures against 

the increasingly diverse threats posed by attacks or 

disasters.

The fi rst is to add preemptive countermeasures 

to the system being defended each time a new 

threat is identifi ed. This uses the plan, do, check, 

and act (PDCA) cycle, a widely used technique in 

security management. It is a way of dealing with 

the discovery of new threats through an ongoing 

process involving the identifi cation of a new threat, 

determining how to counter it, planning how to 

implement countermeasures, and then proceeding with 

the implementation and assessment.

The second is to provide protection for each layer 

of the system being defended. Systems in general, 

not just social infrastructure systems, can be treated 

as being comprised of virtual (cyberspace), physical, 

Growing diversity
of threats

Adaptive

Responsive

Ongoing strengthening of preemptive countermeasures and 
defenses against new threats

Strengthening of incident response measures for minimizing 
damage and speeding recovery after an attack or disaster

Cooperative

Cooperation between different organizations and infrastructure 
operators based on a common operational picture

Importance of incident
response measures

Increasing
interdependence

Trends Concerns and requirements

Fig. 3—Requirements for Social 
Infrastructure Security.
Hitachi recognizes that social 
infrastructure security needs 
to be adaptive, responsive, and 
cooperative.
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and management layers. To provide countermeasures 

against the different forms of attacks or disasters that 

affect social infrastructure systems, it is not necessarily 

enough to defend a single layer only. If the philosophy 

of defense in depth is to be adopted, measures should 

be provided at all three layers to defend against each 

form of attack of disaster.

In an environment in which new and diverse threats 

continue to emerge, the concept of adaptability means 

working through the PDCA cycle for each layer of 

the system to provide ongoing countermeasures (see 

Fig. 4).

Responsiveness

The growing importance of incident response measures 

means that, along with preemptive countermeasures 

with the adaptability to prevent attacks or disasters, as 

described above, the concept of responsiveness is also 

essential to minimize as far as possible the damage 

that occurs after an attack or disaster, and to speed the 

recovery. The following section describes a process, 

different to PDCA, that can be used to achieve this 

(see Fig. 5).

The fi rst requirement is for the means to observe 

continuously what is happening in a system and its 

surrounding environment so as to detect any changes. 

Which aspects of the system to monitor depends on 

the application. In the case of cybersecurity, this might 

be to look for new vulnerabilities or virus infections. 

In the case of a disaster, examples might include 

monitoring for changes in the number of people at 

evacuation centers, or for the interruption or restoration 

of services such as electric power, gas, and water.

Once a change has been identified, the next 

requirement is orientation, meaning assessing the 

new situation to determine or predict the extent 

of damage. In the above examples, this might 

involve using information about the virus or other 
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Fig. 4—Adaptability.
Use of the PDCA cycle in the 
virtual (cyberspace), physical, 
and management layers to 
make ongoing strengthening of 
preemptive countermeasures and 
defenses against new threats.
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Fig. 5—Responsiveness.
This means strengthening 
incident response measures to 
minimize damage and speed 
recovery after an attack or 
disaster. It involves providing 
support for the OODA process 
for responding promptly to 
changing circumstances.
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the PDCA cycle for improving systems or operations 

by identifying problems and implementing system or 

operational countermeasures over a long timescale, 

this technique focuses on achieving the best response 

utilizing those system or operational resources that are 

immediately available.

Techniques such as PDCA that provide a systematic 

response over a long time period are too slow for 

improving incident response after an attack or disaster. 

Instead, what is needed is the responsiveness to 

minimize damage and facilitate a speedy recovery 

by working through the observe, orient, decide, and 

act (OODA) loop of monitoring and assessing the 

situation then deciding what to do and acting on the 

decision on a realtime or near-realtime timescale.

While this can be achieved by providing IT to support 

the tasks that make up the OODA loop, IT cannot 

replace all human activities. This applies particularly to 

the task of decision-making. Accordingly, achieving a 

high level of responsiveness requires that steps also be 

taken to speed up human activities. This should be able 

to be achieved by using exercises to improve people’s 

readiness by allowing them to practice working through 

the OODA loop under simulated conditions.

Fig. 6 shows the differences between PDCA and 

OODA.

Cooperativeness

While the growing interdependence of social 

infrastructure systems is providing greater 

convenience, there are concerns that damage in a 

particular sub-system caused by an attack or disaster 

will have an impact on other sub-systems, resulting 

in more extensive damage throughout the social 

infrastructure. What is needed to deal with this is to 

vulnerability to predict the potential for information 

to have been compromised (risk), or using information 

about service outages and the number of people at 

an evacuation center to predict whether the center is 

likely to suffer additional problems.

Utilizing information about damage and associated 

predictions, the next step is to decide what to do about 

it. Responses might include temporarily shutting down 

a system deemed at risk of information leaks, or the 

emergency distribution of drinking water or heaters. 

The fi nal step is to act on the decision.

This sequence of steps was originally devised in the 

1970s by the U.S. Air Force as a model for realtime 

decision making(3). Around the year 2000, it was also 

studied as a process for command and control. Unlike 
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• Organization, rules

• Issue instructions to security 
resources (no changes or 
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Fig. 6—PDCA and OODA.
The PDCA cycle is a process for periodically reviewing and 
improving security measures. In contrast, the OODA loop is a 
process for minimizing damage by responding promptly when 
an attack occurs.
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Cooperativeness allows 
coordinated measures to 
be implemented by sharing 
information among different 
organizations or infrastructure 
operators and presenting it from 
different perspectives.
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HITACHI’S CONCEPT FOR SOCIAL 

INFRASTRUCTURE SECURITY

This article has already described the need for social 

infrastructure security to be adaptive, responsive, 

and cooperative. Hitachi has combined these to 

develop a concept for future social infrastructure 

security based on three trends that are infl uencing 

social infrastructure (the growing diversity of threats, 

the importance of incident response measures, and 

increasing interdependence) (see Fig. 8). It also 

categorizes the concepts by their countermeasures or 

other responses in terms of their system layer, time, 

and organization.

apply the concept of cooperativeness to the orient and 

decide steps of the OODA loop described above by 

having the different sub-systems (meaning different 

organizations or infrastructure operators) establish 

an accurate assessment of each other’s situations (see 

Fig. 7). This in turn requires the standardization of the 

meaning of terminology used to indicate the situation 

at each organization, mechanisms for exchanging 

machine-readable information, and the centralized 

presentation and management of information from 

different organizations. This is what the defense 

sector calls a “common operational picture” (COP), 

and is recognized as a key function of command and 

control(4).
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power or water

Human error

Fault

Ongoing measures

Social
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Fig. 8—Hitachi’s Concept for 
Social Infrastructure Security.
The security of social 
infrastructure is achieved 
through measures taken with 
respect to the system layer, time, 
and organization.
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Fig. 9—Citywide Solution for 
Safety and Security.
The solution provides border 
security checks for the aircraft, 
ships, vehicles, and people that 
enter a city.
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SECURITY PRODUCTS, SOLUTIONS, AND 

SERVICES

Hitachi also offers solutions based on its social 

infrastructure security concept that include security 

products for physical and cyberspace.

For physical security, Hitachi supplies citywide 

safety and security solutions that conduct border 

security checks on the aircraft, ships, vehicles, and 

people that enter a city (see Fig. 9). Specifi c examples 

include airport and railway station security solutions 

that monitor the behavior of suspicious individuals at 

facilities such as these, and marine defense solutions 

that detect, identify, and classify shipping. These 

solutions provide the adaptability to allow various 

different layers of preemptive countermeasures.

Managed security services that combine 

responsiveness with adaptability are commonplace 

in the fi eld of cybersecurity (see Fig. 10). In addition 

to strengthening countermeasures to eliminate 

vulnerabilities by working through the PDCA 

cycle of establishing or reviewing CSIRTs(a) (plan), 

Social infrastructure systems are expected to have a 

high level of availability, not only during routine operation 

but also by providing the minimum level of services 

needed during an emergency, a fact that leaves them open 

to a very wide variety of threats. Widespread measures are 

needed to protect social infrastructure systems from these 

threats. Hitachi sees its combined concept that focuses 

on security measures being adaptive, responsive, and 

cooperative as providing a context in which to investigate 

measures for social infrastructure security.
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Fig. 10—Managed Security Service Concept.
These services use the PDCA cycle and OODA loop to provide 
more effective and faster-acting security measures for cyberspace.
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Fig. 11—2 × 3 Security Implementation Model.
The model seeks to ensure the security of social infrastructure systems across their entire lifecycle by assessing security during two 
phases and in terms of three different criteria.

(a) CSIRT
 Cybersecurity incident readiness/response team. A team responsible 

for responding to information security incidents at a company or other 
organization.
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MAKING SOCIAL INFRASTRUCTURE EVEN 

SAFER AND MORE SECURE

This article has described Hitachi’s concept for social 

infrastructure security requirements together with 

solutions for implementing the concept on control 

systems and in the physical and virtual (cyberspace) 

worlds.

In the future, Hitachi intends to continue 

contributing to making social infrastructure systems 

safer and more secure by supplying products, 

solutions, and services based on this concept.
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implementing countermeasures and operations (do), 

conducting inspections and audits (check), and making 

improvements or revisions (act), these services also 

utilize the OODA loop concept of observation, 

orientation, decision, and action to ensure prompt and 

sensible decision-making and policies. This results in 

more effective and faster-acting security measures.

For control system security, IEC 62443(b) provides 

indices for assessing system robustness in terms of 

how they be adaptive, responsive, and cooperative, 

stipulating the requirements and associated measures 

for satisfying these indices at the control system and 

control component layers respectively. Based on the 

2 × 3 security implementation model for ensuring 

the security of social infrastructure systems across 

their entire lifecycle, this involves ensuring that 

security measures with the required security level and 

adaptability are incorporated during the development 

phase, and using the security PDCA cycle to satisfy 

the responsiveness and cooperativeness requirements 

in the operational phase (see Fig. 11).

Toshiaki Arai, Ph.D.
Defense Systems Company, Hitachi, Ltd. He is 
currently engaged in the management of technology at 
the Defense Systems Company in his role as CTO.

Ryuichi Hattori
Business Planning Department & Advanced Security 
Technology Operations, Services Creation Division, 
Information & Telecommunication Systems Company, 
Hitachi, Ltd. He is currently engaged in the planning 
of service businesses, primarily dealing with security.

Masahiro Mimura, Ph.D.
Enterprise Systems Research Department, Yokohama 
Research Laboratory, Hitachi, Ltd. He is currently 
engaged in the research and development of solutions, 
security, and productivity technology for corporate 
information systems. Dr. Mimura is a member of the 
Information Processing Society of Japan (IPSJ).

Toshihiko Nakano, Ph.D.
Control System Security Center, Omika Works, 
Infrastructure Systems Company, Hitachi, Ltd. He is 
currently engaged in the development of security for 
social infrastructure systems. Dr. Nakano is a member 
of The Institute of Electrical Engineers of Japan (IEEJ).

Atsutoshi Sato
Brand Promotion Unit, Information Design 
Department, Design Division, Hitachi, Ltd. 
He is currently engaged in design work for social 
infrastructure systems and smart city projects.

ABOUT THE AUTHORS 

(b) IEC 62443
 A series of international standards for control system security. While 

industry-specifi c standards have also been formulated for control 
system security, there is a growing trend toward consolidating these 
under the generic IEC 62443 series of standards.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile ()
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends false
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 144
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 144
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN ()
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (Adobe RGB \(1998\))
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


